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President’s Corner

By Léo Lefebvre, 
President, Toronto Users Group  
for Midrange Systems
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I
n a June 20th article published by MC 
Press Online and prepared by Joe 
Pluta, (http://www.mcpressonline.
com/mc/.6b2565fb) the author 

was asking if midrange users groups were 
“Out of Date” or “Coming of Age.” As 
Joe explains, the article had its origins in 
a mailing list posting regarding a couple 
of east coast local users groups, Charlotte 
(North Carolina) who closed their doors 
on May 17 this year, and Washington 
(DC) Area Midrange (aka WAM) who 
is moving from monthly meetings to 
quarterly meetings. 

Some of the reasons suggested for the 
disappearance of Charlotte’s “Application 
System Forum” and the change in the 
WAM program are: low interest in the 

audience base, and some key companies 
leaving the midrange market. WAM also 
blames the lack of IBM marketing and lack 
of education in the colleges, thus a dearth 
of RPG talent. 

But, it’s not all “doom and gloom” in the mid-
range market. As Joe pointed out, “Midwest 
is going strong.” As for TUG, the group cer-
tainly fits Joe’s second description: “Com-
ing of Age”. As you know, TUG is already 
in its 21st year and it’s still thriving. One of 
the main reasons for its strength is the abil-
ity to offer its members the services they are 
looking for. With its 12 board members, a 
devoted association manager, many regular 
contributors and volunteers, a continuous 
link with IBM through the TUG-IBM li-
aison, and regular contacts with many IBM 
divisions (Toronto Lab, Education, Mar-

keting, Rochester 
Division) – TUG 
knows how to stay 
current. Atten-
dance at the Meet-
ings of Members is 
steady. 

The annual Tech-
nical Educa-
tion Conference 
(TEC) also gets 
great support from 
the membership as 
well as the general 
midrange commu-
nity. Vendor sup-
port of TEC is also 
expressed, through 
its companion 
event – Expo 

– which has been a 
sell-out event year 
after year.

Again this year 
(TUG’s 21st) the 
lineup is getting 

better and better. We start this season on 
September 28 with two excellent speakers 
and topics. Nahla Kor will kick things off 
with a special presentation which will appeal 
to anyone in your company: “Dealing with 
Difficult People”. I know you won’t want to 
miss it. I saw her presentation and I knew 
I had to invite her for one of our sessions. 
Plus, Carol Woodbury (a regular speaker 
at TEC and COMMON) will take the 
stage for the second session and will discuss 
a growing topic of interest: “IFS Security.” 
Not to be missed either!

Once in a while, TUG presents a Special 
Education Event. On Wednesday October 
26, 2005, Skip Marchesani will tell you 

“Everything You Need to Know about 
SQL in Five Hours.” Starting at 1pm, it’s 
a whole afternoon session at Woodbine 
Racetrack followed by the famous 
Woodbine buffet dinner. The cost is 
ONLY $249 for TUG members or $349 
for non-members.  The cost includes free 
parking, refreshments and dinner. (See 

“TUG Notes” – page 28 for more details 
on this exciting “October Special.”)

Keeping a long tradition, TUG will have 
its 13th Technical Education Conference 
(aka TEC) on April 18 & 19, 2006 at the 
Sheraton Parkway hotel. It’s never too early 
to book for TEC!

As you can see, TUG is still going strong 
–  thanks to all of its members, supporters, 
and sponsors. As I said at the end of the boat 
cruise celebrating TUG’s 20th anniversary, 

“Let’s make sure that TUG celebrates its 
40th anniversary, too!”� TG 
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By Kumar Rajendra

W
hat a day for sailing! Blue sky, warm 
weather, a majestic and romantic 
sail boat flying TUG marine flags, 
beautiful women and men wearing 

colorful outfits. Yes, we were celebrating TUG’s 20th 
anniversary in style.

The concept was hatched at a TUG board meeting 
where the TUG board members unanimously voted 
to organize an event to celebrate TUG’s 20th year in 
existence. We wanted it to be a summer event so that 
our membership and their spouses and friends could 
come together and enjoy one another’s company. 
Keeping with the group’s acronym “TUG” (as in 
tug boat), we decided to host an event that involves 
sailing. We searched around and we all once again 
unanimously fell in love with the look and feel of 

“KAJAMA”.

TUG	20th	Anniversary	
Boat	Cruise

Léo Lefebvre and I made a personal 
trip to KAJAMA to make sure it 
meets with our expectations. We 
formed a 20th Anniversary committee 
consisting of Léo Lefebvre, Wende 
Boddy, Kimberly McNally, Jay 
Burford, Vaughn Dragland and 
myself. We had monthly conference 
calls to discuss the details of the event. 
My hats are off to my fellow committee 
members, who despite their busy time 
schedules were able to spend time on 
planning this event.

Vaughn Dragland did the research and 
came up with the marine signal flags 
that spell T. U. G. He also arranged for 
the custom-made burgee with the TUG 
logo on it. Thanks to the captain of the 
KAJAMA, the marine signal flags and 
the burgee were allowed to fly high on 
the mast of KAJAMA for the duration 
of our cruise. Vaughn also designed 
the flyer that was sent with the TUG 
magazine as well as the e-mail blasts 
that were sent promoting the event. 
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As usual Wende Boddy organized all of 
the behind-the-scenes activities such as 
responding to ticket requests, decorations, 
registration etc. It was her idea to give leis 
to every guest that attended the cruise. It 
was amusing to see her walking around with 
those two spears (cake knives taped onto 
bamboo sticks with good old duct tape) 
that we later used to cut the cakes. Speaking 
of cakes, we even had three special cakes 

– each of which was decorated with an icing 
version of one of the TUG marine signals.

The staff of Great Lakes Schooner 
Company did an excellent job from the 
start. They were very professional and 
obliged to almost all of our requests. This 
was evident; as everyone on board would 
agree with me that the whole event was a 
huge success!

In the days leading up to August 17, the 
weather was somewhat unpredictable. This 
whole summer has been either muggy or 
hot or with heavy showers. However on 
that day (as if we had pre-ordered it) the 
weather was a beautiful sunny and calm 
summer evening. The captain mentioned 
as per the latest weather reports, that the 
conditions were ideal during the duration 
of our cruise. We even ordered a nearly full 
moon for the evening! As we promised 
in our flyer for dancing and dining under 
the stars we had the bonus of moonlight 
to make the atmosphere more romantic. 
We had good food and drinks and wound 
down the evening gazing at the Toronto 
skyline that was lit up like a Christmas tree, 
or admiring the reflection of the moon on 
Lake Ontario, or counting the stars that we 
city and suburban dwellers rarely get to see.
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First Canon printed our 
stunning colour advertising 
flyers with the pictures of the 
Kajama along with the map to 
its location. With their support 
we were able to get the word 
of this exciting evening out to 
our many members and friends. 
Thank you very much Canon, 
and we look forward to a long 
and enjoyable relationship.

“Canon Canada is a highly re-
spected Canadian market leader 
in business and consumer imag-
ing equipment and information 
systems. The extensive Canon 
product line includes Full-Co-
lour and Black and White Copi-
ers, Networked Office Systems, 
Facsimile Machines, Image 
Filing and Micrographics Sys-
tems; Small Office and Home 
Office Products such as Personal 
Copiers, Faxphones, Bubble Jet 
and Multifunction Printers; 
Cameras and Lenses including 
a full range of Digital, 35mm 
SLR, and APS formats; 8mm, 
Hi8 and Digital Camcorders; 
Binoculars; Calculators; and 
Broadcast Lenses and Equip-
ment.” (http://www.canon.ca/
english/home.asp) 

Next i3 has been a great 
supporter of TUG activities. 
They subsidized part of the 
Executive Breakfast at our 
Annual TUG TEC last April, 
and then they funded one of 
the charity holes at the Annual 
TUG Golf Tournament in 
June. When we were looking 
for sponsorship for our 20th 
Anniversary Cruise evening, 
i3 stepped forward once again. 
We all thank you i3, for your 
on-going support for current 
events, and we look forward to 
your support for future TUG 
activities. 

“i3TG was created to fill a void 
in the technical service offerings 
in Canada. To provide first class 
consulting, technical and project 
management services to all levels 
of business. We are an IBM 
Certified group of consultants 
specializing in AS/400 to 
i5 technical solutions. Our 
expertise ranges from OS/400 
software upgrades and hardware 
install/migrations to e-Business 
consulting. We will get you 
the right products, people and 
technology at the right price.” 
(http://www.i3tg.com/)

Sponsors	are	Special!
By Jay Burford

My wife Pat and I, along with our friends Aubrey and 
Betty Hicks have just returned from the TUG 20th 
Anniversary Cruise on the sailing ship Kajama. What 

a wonderful, dare I say “perfect” evening! With the faultless 
weather, beautiful scenery, and great food and music, the 120+ 
members, families and friends of TUG had a fantastic time. (See 
the accompanying article.) 

Our thanks go to the TUG organizing committee, especially Kumar 
Rajendra, as well as to the staff and crew of the Kajama. However, 
an evening like this requires some really special people in order to be 
successful – our sponsors.  In addition to TUG itself, we had some 
incredible support from two other companies: 
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Once again we thank all the members, their family and friends who 
attended the event, the excellent contribution by the organizing 
committee, the event co-sponsors Canon and I3 Tech Group, the 
draw prize contributors Able One, Aon, Canon and Rogers, the 
staff of Great Lakes Schooner Company and the crew of KAJAMA, 
for helping us make this event a memorable one. For me personally, 
I am reminded of this special evening every time the mighty 
KAJAMA sets sail – as my office overlooks Lake Ontario.  I am also 
reminded that TUG is embarking on its own adventure – its second 
twenty-year odyssey. TG 

Kumar Rajendra is Vice President (Information 
Technology) for Aon Re Canada Inc., and a Director 
of TUG. He can be reached at rajendra.kumar@
aon.ca.
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Topic Event Location Date Time Event Code

IBM Director Multiplatform Webinar available to all in English 09/08/05 1:30 PM EDT IDMW-720

Performance Directives Webinar available to all in French 09/15/05 11:00 AM EDT IPDW-721

Performance Directives Webinar available to all in English 09/15/05 1:30 PM EDT IDPD2W-722

High Availability Seminar at IBM, 3600 Steeles Avenue East 09/22/05 9:00 AM EDT ISHA-723

The Power of "i" - Dave Fairall Webinar available to all in English 09/22/05 1:30 PM EDT IPIDFW-724

DB2 on i5 - what has changed Webinar available to all in English 09/29/05 1:30 PM EDT IDB2W-725

Hardware Management Console Seminar at the Toronto eServer Technology Centre 10/06/05 9:00 AM EDT ISHMC-726

Logical Partitioning Webinar available to all in English 10/12/05 1:30 PM EDT ILPARW-727

Windows Integration Webinar available to all in French 10/20/05 11:00 AM EDT IW1W-728

Windows Integration Webinar available to all in English 10/20/05 1:30 PM EDT IW1W2-729

High Availability Webinar available to all in English 10/27/05 1:30 PM EST IHA2W-730

AIX on i5 and i5/OS on p5 Seminar at the IBM Burnaby location 11/03/05 9:00 AM PST ISAIXVAN-645

AIX on i5 and i5/OS on p5 Seminar at the IBM Winnipeg location 11/03/05 9:00 AM MST ISAIXWIN-646

iSeries Navigator Seminar at IBM, 3600 Steeles Avenue East 11/10/05 9:00 AM EST ISNAV-731

The Power of "i" - Hadi Kilani Webinar available to all in English 11/17/05 1:30 PM EST IPIHKW-732

IBM Canada i5 & iSeries 
Calendar of Technical Events

IBM Canada i5/iSeries September - December 2005 Calendar of Events

To register call Toll-free 1-877-463-5440 or Toll 1-450-655-5705 and give Event Code.

Please note that all webinars have a 2 week replay available. Please send a note to kathyt@ca.ibm.com
for replay information or to request more information on any of the listed sessions.

IBM and the IBM logo are trademarks or registered trademarks of International Business Machines Corporation in the United States and are used under licence by IBM Canada Ltd.
© Copyright of IBM Corporation 2005. All Rights Reserved. P15444
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WEDNESDAY, SEPTEMBER 28, 2005  

Securing	the	IFS

7:00	Session	Abstract
The Integrated File system presents some 
interesting challenges when attempting to 
lock it down. This presentation will describe 
how IFS security differs from OS/400 
security and will describe the methods 
you can use and tools available to help you 
secure and audit this part of your iSeries.

Biography	on	Carol	
Woodbury
Prior to forming SkyView Partners, Inc. 
with John Vanderwall, Carol spent 16 
years with IBM in Rochester, MN. She 
served for more than 10 years as the AS/400 
Security Architect and Chief Engineering 
Manager of Security Technology for IBM’s 
Enterprise Server Group. During this time 
Carol provided security architecture and 
design consultations with IBM Business 
Partners and large AS/400 customers. 

She is known worldwide as an author and 
speaker on security technology, specializing 
in AS/400 and iSeries security issues. Carol 
co-authored the popular book, Experts’ 
Guide to OS/400 and i5/OS Security from 
29th Street Press, has written numerous 
articles on security and is a technical 
editor for the iSeries edition of the eServer 
Magazine. Carol is also a subject matter 
expert on security for COMMON, security 
author for Experts Journal, contributing 
author on security for iSeries Network and 
the security expert for Search400.

Dealing	with	
Difficult People

5:00	Session	Abstract	
This interactive and informative session 
will help people learn to get what they 
want from others by helping them get what 
they want first. A key theme in this session 
is learning to take personal responsibility 
for removing obstacles so that goals are 
achieved and relationships remain intact.

Objectives of the Session are:
Explore reasons for why people are 
perceived as being difficult
Learn about different behavior styles 
and how they may be perceived as 
difficult 
Deal with difficult situations by 
calling people on non-productive 
behavior
Learn to provide constructive 
feedback to manage conflict and 
resolve issues 

•

•

•

•

Biography	on	Nahla	Kor
Nahla Kor is a management consultant with 
Kor Capabilities Consulting specializing 
in Corporate Training, Facilitation and 
Leadership Coaching. 

Prior to starting her own business, Nahla 
worked as a internal consultant with 
several large organizations including 
Sunlife Financial, Clarica, Manulife 
Financial and Hewlett Packard supporting 
senior leadership teams regarding team 
effectiveness issues.

Nahla is an experienced facilitator 
and is instructor-certified in several 
training programs dealing with Change 
Management, Emotional Intelligence and 
other professional and career development 
programs.

Nahla obtained her Bachelor of Commerce 
Degree from McGill University in 
Montreal in 1986 and her Training and 
Development Certificate in 1998 from 
Ryerson Polytechnic University.

Nahla Kor

Carol Woodbury

Time Event

5:00 Dealing with Difficult 
People – Nahla Kor

6:00 Intermission & MoM
(Complimentary  Buffet)

7:00 Securing the IFS 
– Carol Woodbury

AGENDA
Next	MoM	Location:  
Meridian Banquet and Convention 
Centre,  2301 Keele Street North,  
North York, Ontario
(Free parking at rear of building)

Remember to register with the TUG office!
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W
hen I talk to administrators 
about the top issues in IT 
security, one topic that 
seems to make them squirm 

is the Integrated File System (IFS). By now 
most people have heard of the IFS but few 
understand the security considerations 
one must make to ensure this part of their 
system is secure. 

First, let me clarify what I mean by the 
term “IFS.”  Integrated File System or IFS 
is really the title given to a set of file systems 
that are available on OS/400. (See Figure 
1.) Those file systems include the QSYS.
LIB file system (which is the “traditional” 
OS/400 file system that we know and love), 
the NFS file system, the QNTC file system 
that supports the Integrated xSeries Server 
for iSeries and other Windows 2000 servers 
on the network. Other file systems may be 
available, depending on the features and 
products installed on the system. Each of 
these file systems use a different security 
scheme.  However, the file systems that I am 
referring to when I use the term “IFS” are 
those file systems that follow a UNIX-based 
security scheme. These include root (‘/’), 
QOpenSys and user-defined file systems. 

Why should you care about the security 
implications of the IFS? Because it enables 
many of the most powerful and most used 

features on OS/400 and i5/OS.  iSeries 
Access for the Web, Java, and WebSphere 
applications are all implemented in the 
IFS, not to mention the vast number of 
configuration files, including most of the 
configuration files for the TCP/IP servers 
that reside in the IFS as well as the mail that 
is processed through or stored in the IFS 
by the POP and SMTP servers and the list 
goes on. 

Let’s look at the areas that concern me the 
most: 

Unfamiliar	and	Therefore	a	
Challenge	to	Administer
Because the security schemes of the various 
file systems are different than they are 
used to, most OS/400 and i5/OS Security 
Administrators find it a challenge to 
administer them. Administrators need 
to learn the UNIX authority scheme 
to administer the IFS.  UNIX uses the 
following authorities: 

*R (Read) – required to read the 
contents of an object, including listing 
the contents of a directory 

*W (Write) – required to add an 
object to a directory or update an 
object 

*X (Execute) – required to traverse a 
directory. In other words, to display a 
stream file in the following directory 

•

•

•

path, one would need to add *X to all 
the directories and subdirectories in 
the path:  /Directory/Subdirectory_
1/ Subdirectory_2/ Subdirectory_3/
File_name.stmf

Combine *RX and you get the equivalent 
of OS/400’s *USE authority. Combine 

*RWX and you get the equivalent of 
*CHANGE. These are the data authorities. 
Unfortunately, when dealing with the IFS, 
you have two sets of authorities to manage.  
Despite the fact the you are dealing with 
these objects as if they were UNIX objects, 
you can’t ignore the fact that underneath the 
covers, they’re still implemented as OS/400 
objects, so you must also deal with the 

“object authorities” – object management, 
object existence, object alter and object 
reference.  In practice, the data authorities 
may get granular but the object authorities 
are usually *ALL or *NONE. You can 
manage these authorities through “green 
screen” commands (Change Authority 
(CHGAUT) and Work with Authority 
(WRKAUT)), by taking option 9 off of 
the Work with Object Links (WRKLNK) 
command once you’ve navigated to the 
object or through iSeries Navigator by 
right-clicking on the object and choosing 
Permissions. If you’re using either 
CHGAUT or WRKAUT, you’ll have to be 
prepared to type in the entire pathname for 
the object name. See Figure 2. 

Note: When you administer authorities on 
IFS objects, make sure you administer both 
the data authorities (DTAAUT) and the 
object authorities (OBJAUT). I have seen 
instances where the administrator adjusted 
the data authorities but didn’t realize he also 
needed to manage the object authorities. 

Default	Values	and	How	
They	Should	Be	Set
Unfortunately, as root ships, it leaves 
a rather wide hole in the security 
configuration of the system. Root ships 
with the equivalent of public authority 

*ALL. That is, data authorities of *RWX 

Security	Considerations	for	the	
Integrated	File	System	(IFS)

© SkyView Partners, Inc, 2005.  All Rights Reserved.

Figure 1.  File systems in the Integrated File System (IFS)

By Carol Woodbury
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and object authorities of *ALL. This 
setting allows anyone to create a directory 
directly under root and store whatever 
they want in this directory – and they do! 
I have seen directories with PC back-ups, 
pornography, other images and graphics 
downloaded from the Internet and 
illegal copies of movies stored in these 
directories. As an administrator, you will 
want to take control of who can create 
directories, just like you take control 
of who can create a library. Therefore, 
you will want to restrict access to the 
Create Directory (CRTDIR) and Make 
Directory (MKDIR) commands. 

The wide-open access of root is compound-
ed whenever a directory is created into root. 
When a directory is created it usually in-
herits the authority of its parent directory. 
(The exception is when you create IFS ob-
jects through APIs such as mkdir(), open(), 
or creat(). With those APIs, you can specify 
the data authorities for the owner, primary 
group, and public authorities.) The same is 
true when stream files, text files or other ob-
jects are created into a directory. 

So the wide-open definition of ‘/’ is 
continually propagated. It also means that 
anyone on the system can update or delete 
inappropriately secured file system objects 

– hardly the control a security administrator 
needs to ensure a stable and available system 
and accurate production data. 

Managing	Authorities
Let’s take a look at some of the tools 
that are available to make managing IFS 
authorities easier: 

The Print Private Authority (PRT-
PVTAUT) and Print Public Author-
ity (PRTPUBAUT) commands were 
enhanced to include directory and stream 
file objects. These commands are the easi-
est way to get the total picture of your IFS 
authority structure. Beware however, if you 
specify to include all sub-directories under 
‘/’, the resulting report can be quite large 
and overwhelming. 

The QPWFSERVER authorization list has 
been shipping with OS/400 for quite some 
time, but few people utilize it. It ships with 
public authority set to *USE. If you change 
that value to *EXCLUDE or specifically 
exclude a user or group, then access to the 
QSYS.LIB file system will not be allowed 
through directory interfaces such as 
Windows Explorer. 

In other words, even if the user has 
mapped a drive and the file share 
includes the QSYS.LIB file system, the 
user will be prevented from accessing the 
QSYS.LIB file system through Windows 
Explorer unless the user has at least 

*USE authority to the QPWFSERVER 
authorization list. 

Some challenges remain, however. While it 
is quite easy to change the owner (using the 
Change Owner (CHGOWN) command) 
or change the public authority of all of the 
objects in a directory (using the Change 
Authority (CHGAUT) command), the 
only way to propagate either of these 
operations through to any subdirectories is 
to write a program or perform the operation 
manually for each sub-directory. 

File	Shares
File shares are what makes a file system or a 
directory within the file system available for 
viewing or manipulation via the network. 
File shares allow users to map a drive to the 
directory, making the directory appear as part 
of the PC directory structure when viewed 
from an interface such as Windows Explorer. 
AS/400 ships several file shares. The exact 
number depends on the features installed. 

To create a new file share use iSeries 
Navigator. Go to My Connections → 
iSeries_name → File Systems → Integrated 
File System. Right click on the directory or 
file you want to share. Choose Sharing. 

Shares can be defined as read-only or read/
write. Obviously, the more secure setting 
is read-only because – as the name implies 

– users can only read the data which is being 
shared on the network and not update it. 
However, whether the share is defined as 
read-only or read/write, OS/400 security 
has the ultimate say over whether the action 
is taken. If a read-only share is defined for 
a directory and John maps a drive to the 
directory, if John is excluded from the 
directory, he will not be able to see the 
contents of the directory. Likewise, if the 
share has been defined as read/write, John 
would have to have *W (*write) authority 
to the directory to add additional objects to 
the directory. 

While a convenient way to share data 
throughout a corporation, defining shares 
can create serious security exposures. For 
example, defining a read/write share for 
root provides access to the entire directory 
structure of OS/400 via the corporate 
network. This means that any user that can 
map a drive to OS/400 or has a symbolic 
link for root defined on their desktop 
can access any file on the system that has 

*PUBLIC authority set to at least *R (read 
authority) or *USE authority. On many 
systems, this means that most, if not all 
files on the system are accessible. In many 
cases public access allows anyone with an 
OS/400 user id and password to download, 
update, replace or, in some cases delete 
OS/400 objects. 

To see the existing shares, click on File 
Shares under File Systems in iSeries 
Navigator. Right click on a share and 

Figure 2 – Changing the authority on an IFS object using CHGAUT
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Figure 3: The hand under the Root directory in the left hand 
nav pane indicates that a share has been defined.  The share is 
shown on the right. 

choose Properties to see whether the share is read-only or read/
write. When viewing directories or files under Integrated File 
System, shares are indicated by a hand underneath the directory 
or file name. See Figure 3.

Summary	and	Recommendations
1) Review the *PUBLIC authority for application and user 
directories. Approach the securing of directories the same way 
libraries are secured.  A great deal of security can be gained simply 
by securing the library and authorizing only those users needing 
access. This same approach also works well for directories. That 
is, exclude the general public from accessing the directory and 
authorize only those users with a business requirement. 

2) Review (and Remove) File Shares. Most systems that I have 
seen have an over-abundance of file shares.  In fact, most systems 
have a file share defined for root ‘/’ which makes the entire IFS 
available to the network.  Many of these shares have been added 
by programmers to check out some of the latest and greatest 
programming tools.  Some have been added to allow sharing of 
data but in almost every case, the shares have been added without 
thought to what is being made available to the entire network and 
usually, without the knowledge of the security administrator.  I 
highly recommend that you review the file shares that have been 
defined, understand the security implications and remove the 
ones that are not appropriate.  � TG 
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Sam Johnston

CommUniCAtinG with sAm

Answer

With the ongoing onslaught of attacks against the Microsoft 
world, many of us wake-up each morning enjoying a 
relaxing first cup of coffee giving thanks to the wisdom of 

selecting the AS/400 as our mission critical platform, and for having 
the good sense to stick with it as it evolved to the iSeries platform. 
Those that know firsthand the virtues of the iSeries pity those easily 
swayed that followed the path to Microsoft as a single open standard 
in a connected world. Of course the enjoyment of that first cup of 
coffee gives way to indigestion the moment your pager or Blackberry 
starts chirping and you take that first message from your Help Desk. 
We all know the drill. All the users called in that the iSeries is down, 
and having survived the stress of the initial diagnosis, the real issue is 
that another worm or virus has infected your network, your service 
provider’s network, all your customer’s networks, and all of your 
supplier’s networks. The iSeries is idling minding its business, while 
the entire connected world cannot exchange a packet of value. You 
may have resisted the Microsoft world, but it cannot be avoided, 
which means like it or not you have to manage it. 

So let’s look at the practical reality of what you need to manage in 
the connected world no matter what platform hosts your mission 
critical applications. First, to address the process of managing 
and securing the Microsoft environment there are essentially two 
fundamental issues. The first issue is managing the patching of 
servers and PCs and the second is using tools and point products to 
defend against viruses and worms.

Most security vulnerabilities, worms and viruses come after a 
Microsoft patch has been released when the virus or worm is able to 
infect PCs that haven’t been updated yet due to the lag in execution. 
There is the additional challenge on servers and PCs of validating 
the patch for interoperability with applications, plus the test and 
acceptance time required to publish patches into your business. 
Finally, the process of patching local and remote offices can be time 
consuming and cumbersome to manage. Ultimately lags and gaps 
are created that can be exploited. However, in light of all these 
challenges there are products that are designed to simplify and help 

Microsoft	Security	Vulnerabilities:	
Avoidance	is	not	a	Strategy

Question

Our business lost some productivity earlier this month due to the ZOTOB worm infecting some PCs 
and Servers. Currently our business infrastructure is the iSeries for business applications and Microsoft 
servers and PCs for office productivity applications including mail. We do have a LAN extension 

Internet connection and permit users to browse the Internet and use this connection also for hosting web and 
for our email. We have a small IT staff with a single server and desktop person and we find it difficult to keep up with all the patches and 
management of patches on the system. What can I do to make my Microsoft and iSeries environment more secure from these threats? 

manage and automate the above processes that can help to ensure 
that you are protected by minimizing the reaction time to known 
viruses or worms. However, remember, this is not enough as some 
security viruses or worms may be created before a vendor patch 
is released, that could exploit unknown issues and have the same 
damaging effects. This is why you must also consider the tools to 
help mitigate the problems.
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Server and PC Anti-virus software is a well-known tool to help 
manage the spread of viruses and worms. However, often times 
the virus is spreading before the signatures are available and it is a 
race to download and apply updates. Having a good process and 
minimizing that lag between availability and deployment certainly 
is a benefit in most situations. Installing anti-virus software on the 
host system has the additional benefit of protecting from within as 
well as from external attacks. There is no need to go into further 
detail here on anti-virus software as solutions have been common for 
some time, and most network managers or system administrators 
are familiar with the technology.

There is a wide range of other products and technologies that can 
help in managing your environment, including:

Host based IDS (HIDS)
Firewall with IDS/IPS as perimeter protection 
Intrusion Detection Systems/Intrusion Prevention Systems 
internally to support control of infection spreading
Admission Control technology to validate compliance of host 
pre-network connection (VPN, LAN)
Anti-X (Malware, Virus, Worm) Support Servers within the 
mail forward, browsing domain

Host based IDS works by applying a software tool onto each 
Microsoft Server and workstation to protect the device from 

•
•
•

•

•

being infected. For example, the Cisco CSA product protects 
a client from a Day 0 attack by securing the PC and access to the 
resources on the PC that worms or viruses must use to get onto 
a PC. Additionally, this product will secure the PC without any 
configuration. However, Cisco does have a management utility that 
enables the centralized control and deployment of policy and also 
acts as an information centre for events on the enterprise. Just think 
of this product as having hundreds of information gathering points 
within your network looking out for unexpected network traffic 
types. Tie this into a centralized management tool and you are in a 
powerful mitigation position.

Perimeter firewalls can also provide protection against attacks from 
the outside that are using ports not permitted in the connection. 
However, the configuration and rules are typically static and while 
this device is completely necessary for perimeter security, by itself it 
is not enough to defend against Anti-X attacks. There are industry 
products that can provide, in addition to a firewall, an enhanced 
layer of IDS/IPS protection within the appliance that provides an 
extra layer of security by providing signature support against known 
worms, viruses and other rogue attacks. 

Intrusion Detection or Intrusion Prevention Systems can be used 
as a perimeter device or as an internal device to help control and 
block worms and viruses from spreading. IDS system are typically 
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is targeted to an 
estimated 10 percent 
of students who have 
strong verbal skills but 
struggle to read and 
write. SpeakQ was designed to be simple 

– in contrast with other speech recognition 
products-targeted at high-end users (such 
as lawyers and doctors) who require a high 
degree of literacy. For example, in order to 
train on conventional products, the user 
has to read text on the screen and speak it 
back – an obstacle for students with reading 
problems. “We’ve redesigned the training 
interface so that the computer reads out 
the text and prompts the student to speak it 
back,” explained Fraser Shein, the engineer 
who led the development team. “It’s user 
friendly and intuitive and allows the student 
to train independently.” 

Construction is on schedule for the 
opening of the new Bloorview MacMillan 
facility this December, bringing Canada’s 
largest children’s rehabilitation hospital 
under one roof.  TG 

On June 22nd this year, the Toronto 
Users Group our their 17th Annual 

Golf Tournament at the beautiful Nobleton 
Lakes Golf club. We had some good, bad, 
and ugly players enjoying themselves on 
a fabulous sunny day! We incorporated 
several charity holes at this event, with 

TUG	Golf	Tournament	Makes	a	Wish	Come	True
By Wende Boddy

sponsors donating great prizes that could 
be won by throwing money into the pot 

– with the lucky winners being picked out 
during the great après-golf dinner. The 
players and sponsors came through again 
for us this year with flying colours, and we 
collected $2415 for the local Bloorview 
MacMillan Children’s Centre! Thanks 
again to the players and sponsors. 

This is not a great deal of money compared 
to what it takes to provide the services 
at the Bloorview MacMillan Children’s 
Centre, but believe me – all monies help 

– and it is greatly appreciated by the centre. 
TUG supports this organization in their 
endeavor to enable children and youths 
with disabilities or special needs to achieve 
their personal best.

New	Developments	at	
Bloorview	Macmillan
The first speech-recognition software for 
students with learning disabilities hits the 
market next month. SpeakQ, developed at 
Bloorview MacMillan Children’s Centre 

Heather Lucknow, Richard Dolewski, 
Valerie McMurtry, and Wende Boddy
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deployed in a ‘network sniffing’ mode where all network traffic is 
mirrored to this device and if anomalies are triggered based upon 
signatures than action can be taken to reset the TCP/IP stream, 
alarm support, and dynamically modify firewall Access Control 
Lists to block offenders. Intrusion prevention takes the technology 
further by installing the device inline so that all packets are inspected 
through the appliance and if signatures or behaviours are met then 
the device can block the packet from moving through. Various 
vendors have products that work in similar and different ways to 
achieve this result. These devices are best deployed in the perimeter 
and within the core distribution aggregation to identify and control 
the spread of viruses and worms.

Network Admission Control (NAC) technology from Cisco is 
designed to be proactive by querying the client prior to connection 
via LAN, VPN or other form of connectivity that will ensure that 
the client has been setup with the appropriate versions of software 
and patches and anti-virus from select vendors (research the Cisco.
com website for more detail). If a client is not in compliance they are 
denied access or forwarded to a remediation network to download 
the necessary patches. This tool can help control introduction of 
viruses and worms by ensuring that the client is conforming to the 
corporate standards. This tool will require an investment in time to 
manage properly.

Anti-X Servers are commonly deployed in the DMZ for browsing 
and mail forward control. These devices can be used to control the 
introduction of worms into the enterprise, but must be kept up to 
date with signature-based technologies. 

The iSeries specifically has two related issues that need to be 
managed: first, alterations to IBM digital signatures or patched 
IBM programs, and; second, the IFS, which can house viruses. 
While some modifications to IBM programs may be legitimate, 
managers need a tool to monitor changes in IBM digital signatures 
to determine if they are appropriate. Traditionally external PCs 
have been used to scan the IFS for viruses. However this solution 
presents serious concerns. In a PC scanning scenario the PC itself can 
become a backdoor to the iSeries by exploiting the vulnerability of 
the PCs Windows operating system. The PC scanning method may 
not detect all viruses in the IFS unless very specific IBM processes 
are used. This process also requires the use of Netserver, which has 
such poor performance that most users don’t scan the entire IFS 
generating a false sense of security. The PC scan method is also 
recorded as a change to the file and adds to time to backup the IFS 
through the use of the SAVCHGOBJ command. Given these risks, 
the best solution for your iSeries is achieved through a native iSeries 
application that can detect alterations or patches to IBM programs 
and IFS viruses. The solution will automatically update with the 
latest signatures, minimizing exposures and network workload.

Ultimately, there are numerous solutions that can be deployed 
from many specialized vendors, each adding an additional element 
or layer of security. However, this in itself can add extreme 
complexity, which could actually lead to vulnerability due to unruly 
management. It is important in trying to minimize the management 
of the multiple systems to look at products that can provide the most 

coverage and flexibility, but can also be managed effectively from a 
centralized location. As an example, Cisco has developed a number 
of complimentary technologies that are marketed under the Self 
Defending Network that are effective in managing and minimizing 
your enterprise exposure through a common platform. This platform 
can provide an effective base solution, permitting the introduction of 
specialized products from other vendors when necessary to address 
specific needs unique to your business. The goal should be strike a 
fair balance between simplicity in management and robustness in 
the solution at the most vulnerable points. The only way to ensure 
that this balance is achieved is to have a strategy that neutralizes the 
temptation to react to each event with a new solution. While we 
must react to each event, we must have a proactive framework or we 
may become vulnerable through our own mismanagement. TG 

Sam Johnston is a partner and Chief Technology 
Officer of Intesys Network Communications 
Ltd., providing value-added networking and e-
commerce solutions to the iSeries community. He 
can be reached at (416) 438-0002 or via e-mail 
at sjohnston@intesys-ncl.com. Any TUG member 
wishing to submit a question to Sam can forward 
their typewritten material to the TUG office, or to 
Intesys. The deadline for our next issue is Friday 
October 14, 2005.
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Better	Architecture	
with	MVC	and	Struts
By Phil Coulthard and George Farr,

H
ere we introduce the next step 
in the RPG to J2EE roadmap. 
So far, we’ve covered the RPG 
and Cobol tools that comprise 

the Better Tools step, as well as the IBM 
WebFacing Tool and the IBM Host Access 
Transformation tool (HATS) for the 
Better User Interface step. Now we turn 
our attention to the Better Architecture 
step. At this step, we consider the model-
view-controller (MVC) design pattern, 
the Struts framework for Web application 
design, and the IBM iSeries Web tools.

Model-View-Controller	
Architecture
In Better Architecture, we move into 
creating a new application, properly 
architected, that uses modular RPG or 
Cobol to drive a new Web user interface. 
One of your first questions will be, “What 
do you mean by properly architected?” 
We mean that the application follows a 
model-view-controller (MVC) separation, 
whereby the RPG or Cobol business logic 
is the model, the WebSphere servlets are the 
controller, and the Java ServerPages ( JSPs) 
are the view. The goal is to reuse the most 
important piece, the model. To accomplish 
this, we need it to be as de-coupled from 
the view and controller as possible, so we 
can use the model in different scenarios 
in the future, such as to drive a personal 
device or do business-to-business by way of 
Web services.

Figure 1 shows an example of the 
application architecture we are looking for. 
Basically, we have the model code on the 

right, in the third tier, and the controller 
code on the left, in the second tier, running 
inside WebSphere Application Server. 
These are logical tiers, in that they could be 
on the same physical system or on different 
systems. The key is a choice that can be 
changed immediately because the two parts 
of the application are not tied together. 

As we mentioned, you want to design the 
model logic to be independent of the 
controller logic. That means it will not 
explicitly decide screen flow, for example. 
Rather, that is done by the controller code 
in the servlet, which also decides what 
piece of business logic to invoke for a given 
request from the user (that is, when the user 
presses a button). 

A servlet is merely a Java class, but one that 
extends a particular base class such that it 
inherits servlet behavior; this means that a 
certain method is called each time the user 
presses a Submit button on a Web form that 
is coded to call the servlet. We recommend 
a single servlet for the whole application. 
Its job is to read the user-entered data from 
the form, and call the appropriate business 
logic, passing it that data. 

For example, if we are calling RPG or 
Cobol, that data is usually passed as input 
parameters, and data is returned in output 
parameters. The business logic has to be 
accessible through Java, so if it is RPG 
or Cobol, we need a Java wrapper for it. 
There are many ways to call RPG or Cobol 
from Java, including through Java Native 
Interface, through Program Call Markup 
Language (PCML) in the iSeries Toolbox 
for Java, as a stored procedure through 
JDBC, and through MQSeries. All of these 
work well, but PCML is the most popular, 
followed closely by stored procedures.  
Upon return from the business logic, the 
servlet next decides which JSP page to show 
next, perhaps by analyzing the data returned 

from the business logic, and then transfers 
control to that JSP, passing to it the data 
returned from the business logic. A JSP 
is merely HTML with embedded special 
tags for extracting data from a simple Java 
bean and inserting that data into the Web 
page, at run time, much as Workstation 
Data Manager does with display files and 
application data. The resulting Web page 
is passed back to the waiting Web browser 
(which we call tier 1).

There is much to be said about what else is 
in a JSP. For example, today we don’t often 
code HTML tags directly; rather, we use 
tag libraries, which are user-defined tags. 
The JSP specification lets people create their 
own tags by supplying Java code that will 
produce HTML and JavaScript at runtime, 
when the JSP engine encounters the tag. 
The tags can take attributes that affect what 
is produced.

Several common libraries of tags are 
available today, and the Java community is 
settling on a standard set. Within the Web 
tools of WebSphere Development Studio 
Client, extensions to the tag library standard 
can make these tags visible in the What 
You See Is What You Get (WYSIWYG) 
Page Designer editor. A number of tags 
are supplied within palettes, for your 
convenience, including a number that are 
uniquely for you as iSeries developers, as 
we will see. You can use these by simply 
dragging and dropping them, and you can 
use the attributes view to configure them.

JavaScript is code that runs in a Web 
browser. It’s somewhat similar looking 
to Java, but it’s significantly different. 
JavaScript is reasonably easy to learn and 
use, but the tag libraries are increasingly 
able to generate what we need. You might 

Figure 1: Web application architecture
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also want to learn a bit about Cascading 
Style Sheets (CSS); they make it possible to 
assign global fonts and styles to particular 
constructs in your Web pages. Changing 
these once immediately affects all pages in 
your application. They make maintenance 
significantly easier.

While it’s fun and easy to learn HTML, 
JavaScript and CSS (collectively known 
as Dynamic HTML or DHTML), this is 
something you can defer because the tools 
are mature enough now that you can go a 
reasonable distance with little or no such 
knowledge. Further, the final finessing of 
the Web pages is often something that is left 
to individuals with a particular interest and 
flair for this type of art, especially if you are 
building Web pages for public consumption 
versus just in-house use.

The	Struts	Framework
Going back to our architecture in Figure 1, 
we have some good news. Enough people 
have written enough well-architected Web 
applications that some common ground has 
been established in the form of a framework 
that you can use as the starting point of your 
new application. This framework is known 
as Struts, and it is an open source initiative 
that you can learn about at http://jakarta.
apache.org/struts/index.html. Struts is a 
base you can build on, which encourages and 
rewards a proper architecture in the second 
tier. It has nothing to say or contribute to 
the third tier, but that’s fine because you 
know how to code RPG and Cobol, right? 
Figure 2 shows how Struts affects the 
architecture that we are building. 

Struts gives us the single servlet that we 
need, as well as the base classes to simplify 
creating the Java wrappers to the business 
logic, which are called Actions in Struts. 
We also get a base class for creating form 
beans, which are simple Java beans that 
contain the user-entered data from a Web 
page on input, and contain application data 
to initialize a Web page on output. 

At runtime, when the user clicks Submit, 
the Struts servlet gets control first, finds the 
appropriate form bean for the current input 
page, and populates it with the user-entered 
data. It optionally validates the data if you 
added validation into your form bean. If 
validation is skipped or passes, the servlet 

then finds the Action associated with the 
input page and invokes it, passing the form 
bean to it. The Action does whatever it 
needs to (it’s your code, so presumably it 
invokes RPG or Cobol on the third tier), 
and then it returns to the servlet the name 
of the output JSP page to show next. If 
data is to be passed to the output page, the 
Action will find the associated form bean 
for the JSP page and populate it, placing it 
where the JSP page can find it (technically, 
in the request or session object), before 
returning control to the servlet. The servlet 
then simply passes control to the identified 
output JSP page, which substitutes any data 
from its pre-populated form, and the result 
is the output page to the user. Then the 
cycle starts again.

How do the servlet and the Actions know 
which form bean is associated with each in-
put and output page? They know this from 
the Struts configuration file (struts-config.
xml), in which you identify the form bean 
class for each JSP page. Further, you also use 
this file to map each input JSP page to the 
Action that will process it, and to identify 
for each Action which output JSP pages it 
might possibly forward to. (It is possible 
to map a JSP page to multiple Actions de-
pending on which button was pressed.) 
Each Action is given an alias name, which 
is what your Action code will return. This 
way, you can decide to show a different out-
put page without changing your code – you 
need only change 
which Action is as-
sociated with a par-
ticular alias name, in 
configuration file. 

Struts helps with 
some other things 
too, such as inter-
nationalization and 
error handling. For 
internati ona l i z a -
tion, you typically 

Upcoming	Articles		
in	this	RPG	to	J2EE	Series:

November	2005 – “Web Tools For iSeries 
Programmers – The Details” 

January	2006 – “More Web Tools for  
iSeries Programmers” 

March	2006 – “Web Services Tools for  
iSeries Programmers”

have a Java resource bundle (merely a trans-
lated string lookup table) that contains the 
translated strings, and your JSP pages refer 
to entries in the bundle using keys instead 
of hard-coding the text and labels shown 
on the page. For other internationalization 
requirements, such as date and time format-
ting, the locale of the user’s Web browser is 
captured and made easily available to your 
Java action code and form beans so they can 
use the Java locale support for localization. 

For error handling, if an error is thrown by 
your code or by Java (it’s like running the 
command SNDPGMMSG (Send Program 
Message) on the iSeries) during any of the 
processing, control is passed to a globally 
registered error JSP page, which can be 
unique for each type of error. Of course, 
these are registered in the Struts configu-
ration file. Further, your Action code and 
form validation code can return instances 
of an Error class to indicate errors are to be 
shown to the user. To show them, a special 
error tag is available for your JSP pages.

In addition to all of this support, to 
encourage an MVC pattern where the 
business logic response for each page or 
button’s request is encapsulated in an 
Action, Struts also comes with a couple of 
tag libraries, which you can use in your JSPs. 
Although these are not always needed or 
used, they are available for your convenience. 
You will see that for iSeries developers, we 
supply an alternative set of tags that are 
designed to leverage your SDA skills. 

What	About	Tools?
In WebSphere Development Studio Client, 
you get a lot of tools for building Web appli-
cations. These tools include the Page Designer 
for WYSIWYG editing of JSPs, a consider-
able number of Struts tools, individual tools 

Figure 2: Struts Web app architecture
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for logos, animation, CSS, and more. These are all available in a dedi-
cated perspective, for working with your Web projects. 

Of course, there are also rich tools for Java development. However, 
in our case we are interested in allowing you to easily create Struts-
based Web applications that ultimately invoke RPG and Cobol code. 
As much as possible, we try to defer the need for you to learn Java and 
Web technologies, by generating as much of the second-tier code as 
we can, and even the first pass at the Web pages ( JSPs), if you like. This 
is done by augmenting the many Web tools that are inherited from 
WebSphere Studio Site Designer with additional tools specifically 
for iSeries developers. These tools will generate a Struts Action and 
configuration file information, given details about how to call your 
program or procedure, and optionally the input page to prompt for 
input parameters to your business logic, and an output page to show 
the output parameters. These pages are internationalized. 

There are also iSeries tags for creating your own Web pages, with 
familiar attributes such as data type and length, edit code or edit 
word, and even validity checking information. You can even create 
a Web subfile with RPG or Cobol logic. Of course, you do have to 
write that RPG or Cobol code, and it really should be good code. For 
that task, there is the Remote System Explorer and iSeries Projects 
tools we described in the Better Tools step. You see how these steps 
build on each other? 

The	Bottom	Line
The bottom line is, the iSeries Web tools make it possible to 
build functional Web applications with existing skills, and by 
writing only RPG or Cobol business logic. Sound good? Indeed 
it does. Tune in for our next installment, and we’ll show how 
these tools leverage the elegance of Struts, the power of J2EE, 
and the knowledge you have to make building Web applications 
today practical and even fun. � TG 

This article was first published in  
iSeries News magazine. 

Phil Coulthard works at the IBM Toronto lab, 
where he is the lead architect for application 
development tools and languages on iSeries.

George Farr works at the IBM Toronto lab, where 
he is the technical development manager for the 
RPG and VisualAge for RPG languages, as well as 
the new RPG and Cobol tools in WDSc. Phil and 
George are frequent speakers at many confer-
ences and user groups worldwide, and their books 
Java for RPG Programmers, 2nd Edition and Java 
for S/390 and AS/400 COBOL Programmers, are 
available from Penton and MC Press.
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CGIDEV2	Update

Recent reports suggest that the eServer iSeries system will no longer support CGIDEV2 code. This report was a miscommunication 
and IBM regrets the confusion it has caused. To address any issues customers may still have, IBM will direct customers to a 
different Web site: http://www-1.ibm.com/servers/eserver/services/assets/ebus_cgisrv.html, from which CGIDEV2 may be 

downloaded. All visitors to the current Easy400 site will be redirected to the new CGIDEV2 site. CGIDEV2 enables programmers 
to write code for the Internet, using COBOL or RPG as CGI language, which reinvigorates legacy applications. Additionally, IBM is 
investigating providing the code with an Open Source license at a later date.

Beverly	Russell
Bev_Russell@common.org

Another	Look	at	CGIDEV2
By Martin Cytrynbaum

CGIDEV2 does best is to simplify these 
APIs by hiding their complexity and giving 
the programmer a generous palate of 
procedures that simplify communications 
with the Web Server.

CGIDEV2 was developed by Mel Rothman 
while he was with IBM Rochester. It was 
released to the public in 1999. The product 
was maintained and promoted by Mr. 
Rothman and Dr. Giovanni B. Perotti of 
IBM Italy, who has added enhancements, 
documentation and code samples to the 
package. Because the product is written in 
RPG ILE and comes with complete source, 
end users have also been able to contribute 
enhancements to the package and modify it 
for their specific requirements. 

Recently, on the retirement of Dr. Perotti, 
there was an attempt by the Perotti and the 
user community to get IBM to declare an 
Open Source designation on the product. 
This attempt has failed for now; however 
the IBM Client Technology Center (CTC) 
in Rochester has taken back the CGIDEV2 
product and is committed to continue to 
distribute and maintain it. The CTC also 
offers consulting and custom solutions 
using the CGIDEV2 product and have 
indicated that they may release the product 
as Open Source in the future. Jim Herring, 
IBM director of product management and 
business operations in the iSeries Division, 
was recently quoted as saying that once 
declared open source, IBM may even 
bundle it with the Apache Server or as part 
of the iSeries Operating System!

The actual usage of the product is hard to 
gauge because there is no annual licensing 
fee and upgrades are free. What we do 
know is that more than 14,000 individuals 

have downloaded the software to date. 
This is likely a high number as only a small 
percentage of people who download a 
free product will end up actually using it. 
Recently, on Perotti’s retirement, over 350 
concerned users wrote letters or called IBM 
asking for CGIDEV2 to be designated as 
open source product. Another indicator is 
the CGIDEV2 registration-based message 
board which is typically getting over 200 
messages a month and growing.

The web CGIDEV2 site, which Dr. 
Perotti has dubbed easy400, also includes 
educational resources (including resources 
on Web Security, HTML, CGI, JavaScript, 
TCP/IP, Mail Configuration, and the 
Apache Server) in additional to other 
production tools and utilities (including a 
Secured TCP servers utility, a Web Access 
Toolkit, a Library compression tool, and a 
MIME file creation and send utility).

Not	Another	Terminal	
Emulator
Many web solutions developed for the 
iSeries effectively wrap a web emulator 
around legacy 5250-based green screens. 
This permits instant or rapid deployment of 
existing green screens to the web. However 
there are many features of 5250 programs 
that are foreign to the web. For instance, 
have you ever been to a popular web page 
that asks you to hit an F24 key or a field 
exit key to continue? Not likely. Similarly, 
there are critical features of web pages that 
are foreign to a 5250 green screen program, 
such as hyperlinks, the back and reload 
buttons. Such emulation solutions may 
quickly bring your 5250 screens to the web, 

I
t has been an exciting summer for 
the CGIDEV2 web toolkit as its 
support and development has moved 
from IBM Italy to the iSeries Client 

Technology Center in Rochester. With this 
move came a new commitment from IBM 
in the CGIDEV2 product and other CGI 
solutions on the iSeries.

With IBM’s backing and the growing 
popularity of the product in mind, I 
thought it was a good time for TUG to take 
a second look at this free IBM web toolkit 
and its role in creating interactive web pages 
using the RPG ILE programming language 
on the iSeries. 

Part	I:	What	is	
CGIDEV2?

At its core, CGIDEV2 is an iSeries 
based program development toolkit that 
facilitates the development of web-based 
interactive programs using RPG ILE or 
Cobol (using the older CGIDEV version) 
as the back-end CGI language. The 
functionality of this toolset is incorporated 
into an RPG ILE program by means of a 
service program that contains all of the 
procedures required to read input from a 
browser, generate and send the appropriate 
response back to the browser.

IBM ships a series of CGI APIs with 
every iSeries that permits a program to 
communicate with the iSeries HTTP Web 
server. You will likely find these API’s 
in a service program called QZHBCGI 
in library QHTTPSVR on your iSeries. 
Unfortunately, these API’s are not very 
programmer-friendly and require more 
time and patience to deploy than most 
application developers can afford. What 

Martin Cytrynbaum
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however they inevitably look and feel like 
a strange hybrid between web and 5250 
standards. They may also demand a great 
deal of hardware resources and bandwidth 
to ensure good response time. 

When you write your CGIDEV2 programs, 
you are writing RPG ILE optimized for 
the web. As a result, your programs look 
and behave like real interactive web pages 
with the functionality that users expect 
on a web page. The bad news is that with 
CGIDEV2 your 5250 screens will not 
be instantly converted to beautiful web 
pages. To bring your applications to the 
web with CGIDEV2, you have to roll up 
your sleeves and get busy. Luckily much 
of your RPG business logic can be used as 
is or cut and paste into your CGIDEV2 
program. If your organization’s existing 
code is well structured and modular with 

many external CALLs for validation, 
screens and file updates tasks, then the 
task of moving to CGIDEV2 is greatly 
simplified. If your organization still 
loves large so-called “fast and efficient” 
monolith programs, then your task will 
be a bit greater.

Separation	of	Presentation	
and	Business	Logic
Another nice feature of CGIDEV2 is that it 
encourages the programmer to separate the 
program logic from the presentation of the 
web page. CGIDEV2 does this by allowing 
the programmer to keep the static portion 
of the web page in an HTML Skeleton file. 
This HTML skeleton file can be stored in a 
separate source physical file member or as 
text file on the iSeries’s Integrated File Sys-
tem (IFS). This technique is not unlike the 
way iSeries programmers have been separat-

ing DDS display files from the logic of the 
program for years. This technique also per-
mits an organization to separate much of 
the screen design tasks from programming 
tasks thus liberating the programmer from 
many on-going web maintenance “look and 
feel” tasks like changing static text, logos 
and fonts. 

It is interesting to note that ability to separate 
the business logic from the presentation 
of the web page is missing or added as an 
afterthought, in other web languages like 
PHP, Perl and JSP. 

Not	Another	SQL	Solution
SQL (and the API’s that allow access to a 
database using SQL including JSBC and 
ODBC), have made web-based reporting 
using the iSeries database simple to 
implement. Most languages commonly used 
for web development use OBDC (PHP, 
Perl) or JDBC ( Java, JSP) for data access. 
These solutions can work exceptionally 
well for simple queries. However, many 
organizations, for one reason or another, do 
not have an adequately normalized database 
to take full advantage of an SQL solution. 
Many organizations still have vestiges of 
hierarchical structure databases, or suffer 
from poor design or complex business 
relationships that cannot be expressed well 
using simple SQL statements. Such issues 
are hard to overcome using typical SQL 
solutions and may require complex SQL 
statements or temporary tables that can 
affect performance or require nightly data 
extractions that affect the timeliness of data. 

Here is a typical example that illustrates 
a hierarchical database relationship and 
complex business logic that can complicate 
an SQL solution. 

“I want a simple report of all transactions 
by fiscal month. All the data you needs 
is in the Invoice Header, Invoice Detail, 
Customer Master and Bill-to Master.” (So 
far so good.)

“However there are a few exceptional cases 
you should be aware of... A Customer may 
have Bill-to, so link to the Bill-to file to 
find the Bill-to entity. In a few cases the 
Bill-to entity has a higher master Bill-to 
entity, so you will have to link back to 
the Bill-to file several times, to get the top 

Going mobile with CGIDEV2:  One exciting use for CGIDEV2 is to take 
your iSeries applications on the road with a BlackBerry or Palm device equipped 
with a web browser!   Great for field service agents, salespeople, drivers, operators 
and anyone who needs iSeries access on the road. 
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Billing entity. Also Debit notes that were 
migrated from the old Debit system in 
2001 do not have detail records. So if you 
hit old Debit Notes with no details, use 
the total dollar value from the header file 
(converted back to Canadian dollars at the 
rate of the end of the month of sale if the 
customer is paying with another currency) 
and net out the taxes.” 

Because of RPG’s close relationship to the 
iSeries database, non-normalized databases 
are not a big inconvenience for an RPG 
programmer. However, when working with 
an SQL solution, non-relational databases 
may require various techniques that may 
impact performance of the query, accuracy 
or timeliness of the data.  CGIDEV2 
allows you to use what is best for your 
application - SQL (with RPGSQLLE or 
OPNQRYF) or regular RPG data access 
(SETLL, READ, CHAIN). This can give 
CGIDEV2 a big advantage over other 
purely SQL solutions.

As CGIDEV2 is a native iSeries solution, 
you will not need to add additional 
PC servers. You can even integrate 
CGIDEV2 programs into your current 
production library list. Similarly, there 
is no need to replicate data from the 
DB/400 database to another database. 
This simplifies back up, recovery and 
other administrative tasks.

Fast	and	Free
One of the biggest selling points of 
CGIDEV2 is its cost. The package is 
available at no cost from the new IBM 
CGIDEV2 web site and the required 
HTTP sever comes installed with the 
OS/400 operating system. The CGIDEV2 
installation kit comes with an automated 
installation process and many working 
examples, allowing you to get it up and 
running within an hour or so. 

You will also need to be at OS/400 V4R5 
or greater and have an RPG IV compiler 
at V4R3 or above. All development may 
be done directly on the iSeries using IBM 
source editor (SEU) for the Windows-
phobic. However much better productivity 
can be achieved using an HTML editor 
and storing HTML source in the IFS. I use 
Websphere Development Studio for iSeries 
because it has a strong WYSIWYG HTML 

TORONTO	USERS	
GROUP

for Midrange Systems

 Attend our regular meetings
 Network with hundreds of 

knowledgeable executives and 
technical  professionals

 Receive our association magazine 
(free of charge for paid members)

 Enjoy the reduced rate at technical 
conferences

 Attend special events
 Join your peers on the golf course at 

the annual TUG “Golf Classic”
 Participate in the midrange-specific 

salary survey
 One low rate includes all your IS staff

Telephone: (905)  607-2546
E-mail:  admin@tug.ca

Magazine	Subscription	.......	$72
Individual	Membership		....	$199
Corporate	Membership		....	$365
Gold	Membership		............	$1200

TORONTO USERS GROUP
for Midrange Systems

36 Toronto Street, Suite 850
Toronto, Ontario M5C 2C5



For	Further	Information...

New IBM Web with CGIDEV2 download: 
http://www-03.ibm.com/servers/eserver/services/assets/ebus_cgisrv.html 

Giovanni’s Easy400 site with CGIDEV2 installation instructions, tutorials and addition mail and security tools:
http://www.easy400.net/en

Easy400 Discussion Group: 
http://groups.yahoo.com/group/Easy400Group/

Source code for this example and more on my CGIDEV2 site: 
http://as400.liberty-i.net/CgiDevExt/index.html
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user deliverables appear very new and 
different from regular iSeries green screens. 
Your users are probably not accustomed 
to colourful web pages with pull-down 
menus, pictures and hyperlinks from your 
iSeries department. As an experienced 
RPGIV programmer with exposure to ILE 
techniques and a bit of HTML, you can 
ramp up on this technology in just a few 
days. For RPG programmers, it is a great 
tool to get started with web programming, 
as it does not require a large investment 
of time or money. It can also be a natural 
starting point to start learning additional 
web technologies such as CSS, Javascript, 
JSP and XML.

Some	Considerations
There are also some additional consider-
ations to take into account before adopting 
CGIDEV2. Firstly CGIDEV2 is iSeries 
specific. It will not migrate to Linux or 
Windows, so if you are in the process of mi-
grating your ERP to Microsoft Access or a 
piece of Linux shareware, then this solution 
may not be right for your organization.

CGIDEV2 may be mastered quickly by 
experienced iSeries programmers. It builds 
on their experience with RPG, DDS, CL 
and the iSeries database. This is not a wizard 
type tool for an iSeries neophyte and is not 
a recommended starting pace for a new 
iSeries programmer. 

Although it is now supported by IBM, 
and the CTC offers custom solutions 
based on this technology, as of today you 
cannot buy a service contract from IBM for 
CGIDEV2. The best place for support is 
one the CGIDEV2 message board which is 
monitored both by CTC staff and the two 
original developers of CGIDEV2. 

Because CGIDEV2 allows you to seamlessly 
merge your iSeries data and business logic 
with a web interface, it opens up a whole 
world of web-based technologies that may 
add additional value to your applications.

Competitors
CGIDEV2 is not alone in its class. While 
IBM has been mostly promoting its Java/
Websphere solution, other companies have 
been targeting the same CGI/HTTP niche 
as CGIDEV2 with commercial solutions. 
These commercial products typically come 
with more evolved visual development 
environments and may add additional 
functionality like quick-start wizards and 
better state and session tracking. These 
products are also worth investigating for 
their additional features and support. 

Leveraging	Your	
Organization’s	Existing	Skill	
Set
While other technologies such as Websphere/
Java and .net may offer additional 
functionality in building interactive 
web sites, the total cost of adopting and 
maintaining these technologies, including 
the difficulty of finding qualified people who 
also understand your business can make the 
decision to adopt these technologies very 
difficult. This is especially true for small and 
medium-sized organizations with limited 
resources. CGIDEV2 allows an iSeries 
shop to develop web applications in-house 
with existing staff without significant cost 
or learning curve. 

A big strength of CGIDEV2 technology 
is its proximity to the skill set found in 
many iSeries development shops. While 
CGIDEV2’s RPG back-end looks very 
familiar to RPG programmers, the end-

editor and tight integration with the iSeries 
for management of IFS files. 

Because CGIDEV2 uses the lightweight 
iSeries HTTP Server (powered by Apache) 
you will probably not have to upgrade your 
hardware to deploy a CGIDEV2 project. 
In fact, moving users from interactive green 
screens to CGIDEV2 programs will likely 
reduce CPU usage and because CGIDEV2 
programs are processed in batch Because it 
is based on compiled RPG ILE code and 
not interpreted script, CGIDEV2 programs 
provide very good response time, especially 
on intensive data retrieval tasks.

Where	CGIDEV2	Could	Fit	in	
Your	Organization
I would not set out to re-write an ERP using 
CGIDEV2 right away. Many would argue 
that green screen applications still have 
a place in the workplace for heads-down 
dedicated data entry applications such as 
A/R, A/P, Order Entry and General Ledger. 
So who might benefit the most from this 
technology? 

Occasional or casual users who 
are more comfortable with a web 
interface than a 5250 interface. 
Remote or mobile users like 
salesmen, truck drivers or field service 
representatives who may have better 
access to a web browser than a 5250 
emulator. 
Customers and suppliers who 
prefer to get their A/R, A/P or sales 
information from the web, rather than 
using a 5250 emulator. 
Applications that may benefit from 
web-friendly features like scrollable 
screens, file downloads, streaming 
audio or video media 

•

•

•

•
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Part	II:		
Now	Some	Code
In order to get a feel for how CGIDEV2 
works, this section features some pieces of 
code and corresponding output.

Figure 1 is an extract of a typical html 
skeleton file that is used in a CGIDEV2 
program. This code is an example of an 
HTML table, with two notable exceptions. 

1. Note the use of Named Sections in this 
HTML skeleton code. In this example, 
named sections are introduced with the 

<AS400> tag. The contents of a named 
section begins on the line following 
the named section. A named section is 
similar conceptually to a DDS display file 
record. The contents of a named section 
will only print to the web browser when 
the RPG program tells it to print with 
the WriteSection() procedure. In this case 
we are likely to print the Top, Header1, 
TopOf Table and BottomOf Table sections 
only once. The TableDetail section will be 
repeated with each successful iteration of 
the RPG Read OpCode. 

2. Also note the use of Substitution Variables. 
Here we have two such substitution 
variables: /%Region%/ and /%Sales%/. 
These substitution variables will be replaced 
by values coming from the RPG program. 
CGIDEV2 procedure updHTMLvar() 
is used to push a variable from the RPG 
program to the HTML skeleton program.

Figure 2 is a segment of RPG code that 
illustrates the process of setting up an 
HTML page that the user will ultimately 
see on his browser. The first thing that you 
may notice are some familiar RPG opcodes 
(setll, reade, dow, enddo) used to read the 
Salesman file (SLSFILE). You could as 
easily have used embedded SQL here if that 
is your preference. 

Next if you look carefully you 
will also see some CGIDEV2 
procedures. The procedure 
updHTMLvar() serves to 
update the HTML substitute 
variables Region and Sales 
substitution variables in 
Figure 1 with the current 
contents of physical file fields 
REG07 and SLS07.

The procedure wrtsection() writes the 
named sections to a buffer that contains 
the web page that we are currently building. 
In Figure 2, we are writing these named 
sections: Top,Header1, TopOf Table, 
TableDetail and BottomOf Table. 
Wrtsection() is similar conceptually to the 
EXCEPT or WRITE opcodes in RPG. 
When the page is completed we will write 
the special section called *fini which will 
trigger the page to be pushed out to the 
user’s browser. 

Figure 3 is another extract of a CGIDEV2 
RPG program. It shows the gethtmlifsmulti() 
procedure. This procedure acts as the link 
between the RPG program and the HTML 
skeleton code. This procedure tells the 
RPG program the location of the HTML 
skeleton code. In this case the HTML 
Skeleton code will be located in IFS library 
/myIFSlib and will be called salesReport1ifs.

html. It is also here that we 
establish the token <AS400> 
as the indicator for a new 
named section header.

Now if all goes well then the 
finished web page should look 
something like Figure 4.  This 
is, of course, a trivial example, 
however it illustrates how the 
CGIDEV2 toolkit and a small 

investment in time can help you bring your 
iSeries programs to the web.  � TG 

Martin Cytrynbaum is an ana-
lyst/programmer on midrange 
systems with Liberty and As-
sociates, a Montreal based IBM 
Business Partner specializing in 
modernizing legacy applications. 
He can be reached at mcytryn-
baum@liberty-i.net.

Figure 1.  salesReport1ifs.html

<AS400>Top
Content-type: text/html

   <HTML>
   <BODY>
<AS400>Header1
   <H1>Sample Sales Report</H1>
<AS400>TopOfTable 
   <table border =1 >
<AS400>TableDetail
   <tr><td>
   /%Region%/ </td><td > /%Sales%/
   </td></tr>
<AS400>BottomOfTable 
   </table>
<AS400>Endhtml
   </BODY>
   </HTML>

Region Sales

01 1234.34 

02 3455.34 

03 4949.44 

04 6262.64 

05 2124.34 

Figure 4.  
Sample Sales Report

 ******************************************************************
c     WriteCalls    BEGSR                                     
 ******************************************************************
c                   callp     wrtsection(‘Top’)               
c                   callp     wrtsection(‘Header1’)           
c                   callp     wrtsection(‘TopOfTable’)        
c     *loval        Setll     SLSFILERC                       
c                   read      SLSFILERC                       
c                   dow       not %EOF                        
c                   callp     updHTMLvar(‘Region’ :REG07)     
c                   callp     updHTMLvar(‘Sales’  :%char(SLS07))
c                   callp     wrtsection(‘TableDetail’)       
c                   read      SLSFILERC                       
c                   enddo                                     
c                   callp     wrtsection(‘BottomOfTable’)     
c                   callp     wrtSection(‘*fini’)
c                   endsr
 ******************************************************************

Figure 2.  SLSRPT1

 *******************************************************************
c                   eval      IfsMultIndicators = gethtmlifsmulti( 
c                             ‘/myIFSlib/salesReport1ifs.html’ :
c                             ‘<AS400>’)                        
 *******************************************************************

Figure 3.  SLSRPT1
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Jackie Jansen

DB2 UDB for iSeries and MS Excel
JACKIE's	Forum

A
s an IT professional responsible 
for your company’s data, you 
should be feeling a little 
concerned. Many of your 

end-users are consistently taking reports 
generated by IT and manually entering 
the numbers into an Excel spreadsheet. 
This spreadsheet is then used for reporting 
and decision making within the company. 
Think of the potential for omissions, errors 
and transcribing numbers. 

For users that want to use Excel to analyze 
their data there are a lot of very good end-
user query tools on the iSeries that will allow 
the users to run a query against DB2 and 
return the results in a Excel spreadsheet. A 
few of the many available solutions include 
Information Builders’ WebFOCUS, SPSS’s 
ShowCase Query and New Generation 
Software’s NGS-IQ. 

If, for some reason, your company is not 
prepared to invest in these tools at this 
time there is a very cost effective interim 
measure available to you. If you are licensed 
to MS Excel then you own the capability to 
directly query DB2 data on the iSeries from 
within your spreadsheet. 

I have written articles in the past suggesting 
that you create an “Information Database” 
for your end-users to access. This could be 
as simple as a summary table where you 
have already joined the data for the users 
and given the columns meaningful names. 
Always keep in mind that you are the IT 
professional, not your end-users. 

Although nowhere near as complete a 
solution as the products listed above, MS 
Excel does have some very good basic 
capabilities for your users. 

With Excel you have two ways to bring 
DB2 data into your spreadsheet. In both 
cases you should have previously created 
an ODBC connection to your iSeries. 
This would be done using Client Access or 
iSeries Access. 

The first and simplest method with the least 
functionality is to select Excel’s “Import 
External Data” option and then “Import 
Data.” The first time you do this you will 
need to select the option to “Connect to a 
New Data Source.” You should then select 

“ODBC DSN” and point to your iSeries 
Access ODBC connection. You will be able 
to choose one table or physical file to view. 
The entire table will then be downloaded 
into Excel. This works best when IT has 
created a table specifically for this purpose. 
For example, IT might create a table every 
night that summarizes YTD sales by store. 
The users can then download this entire 
table into MS Excel and analyze it to their 
hearts content without reentering the data 
and without concern for omissions and 
transcribing errors. 

A more powerful method to retrieve data 
into Excel is using MS Query. This is a 
tool that is included with MS Office but 
does need to be specifically installed. If 
you haven’t previously installed MS Query, 
Excel will be prompt you for the install 
when it is required. MS Query has a wizard 
for fairly basic queries. The wizard allows 
you to join tables automatically if there is a 
common key, and filter and sort records. 

If you want to get a little fancier then 
you need to use the full MS Query. This 
gives you additional capabilities including 
complex joins, the ability to run iSeries 

Stored Procedures and creating parameter-
driven queries. To create a parameter-
driven query, you simply key in your 
prompt(s) enclosed in square brackets i.e. 

“[Enter Customer Number]” in place of 
a value for your filter or selection criteria. 
The prompt and parameter is then passed 
to Excel with the query. You can also have 
your selection criteria use a specific cell as 
the input parameter value and have the 
query refreshed every time the user changes 
that cell. 

Within Excel you can manipulate column 
headings, add in formula’s that will expand 
and shrink with the result set, have the 
results refreshed at spreadsheet open and/
or on timed intervals.  A little known trick 
is to find the program msqry32.exe in your 
MS Office directories and paste a shortcut 
to it on your desktop. This will allow you 
to directly invoke MS Query, if you wish, 
without going through Excel. 

As I stated at the beginning, this is not 
meant to replace the excellent Query and 
Reporting Solutions that can also export 
their results to Excel but it is a quick fix for 
your users that are constantly reentering 
data from your reports into their own 
spreadsheets. Keep in mind the importance 
of creating new table(s) specifically designed 
to be easily understood and manipulated by 
your end-users. � TG 

Jackie Jansen is a Senior 
Consulting IT Specialist. She 
currently works in the IBM 
Americas Advanced Technical 
Support Solutions Centre. Jackie 
is a frequent speaker at iSeries 
Technical Conferences and User 
Group meetings. Contact her at 
jjansen@ca.ibm.com. 
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ASTECH Solutions Inc.
I.T. Consulting and Project Services

15010 Yonge Street
Aurora, Ontario  L4G 1M6
T: 905-727-2384, F: 905-727-0362
E: solutions@astech.com
www.astech.com

LANSA, Inc.
195 The West Mall, Suite 660

Toronto, Ontario M9C 5K1

tel 416-620-4306
fax 416-620-4097

Next	Conference:

FALL�2005
Sept. 18-22, 2005  
Orlando

Future	Conferences:

SPRING�2006
April 2-6, 2006  
New Orleans

FALL�2006
Sept. 17-21, 2006  
Miami Beach

SPRING�2007
April 29 - May 3, 2007  
Anaheim

Mid-Range Computer Group
34 Riviera Drive, Markham ON  L3R 5M1

• iSeries
• pSeries
• xSeries

• Storage
• Blade Center
• Consumables

• Disaster Recovery Services

6705 Millcreek Drive
Unit 1

Mississauga, Ontario
L5N 5M4

Tel: 905-812-4500
Fax: 905-812-4548

(905) 940-1814 • www.midrange.ca

     Central Ontario iSeries Network

www.coinusergroup.ca
coin@challenger.com

Fall 2005

IT Education Conference & Expo

September 18-22, 2005

ORLANDO
World Center Marriott Resort

& Convention Center

► Corporate Training 
► Team Building and Meeting  
 Facilitation
► Career Coaching for Management 
 and Employee Development

519-886-2606
www.korcapabilities.ca
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TUG President, Léo Lefebvre has been 
elected to the Board of Directors of 
COMMON - A Users Group. His three-
year term will start after the Fall 2005 
COMMON Conference this September in 
Orlando, Florida. Léo takes a seat next to ex-
TUG Director, Beverly Russell, who is the 
current President of COMMON. (Since 
the Editor of TUG’s eServer magazine, 
Vaughn Dragland, also edits COMMON.
CONNECT, it looks like a new trend is 
developing at COMMON– the Canadians 
are coming!)    
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 September 28 – MoM
 (At Meridian Banquet Centre)
 ▶  5:00 Session: “Dealing with  
  Difficult People”
  Speaker: Nahla Kor
 ▶  7:00 Session: “Securing the IFS”
  Speaker: Carol Woodbury

 October 28 – Education Seminar
 (At Woodbine Racetrack)
 ▶  Five hour presentation on SQL
  Speaker: Skip Marchesani
  Cost: $350, Members: $250

 November 23 – MoM
 (At Meridian Banquet Centre)

 January 18, 2006 – MoM
 March 22, 2006 – MoM
 April 18-19, 2006 – TEC
 May 24, 2006 – MoM

TUG’s Calendar of 
Upcoming Events

Skip Marchesani retired from IBM after 25 
years and is now a consultant with Custom 
Systems Corp., an 
IBM Business Partner.  
Recognized as an 
industry expert on DB2 
UDB (aka DB2/400) 
and SQL, and author 
of DB2/400: The New 
AS/400 Database, Skip 
specializes in providing 
customized education 
and consulting on all 
aspects of the iSeries and AS/400 including 
database design and design reviews. He has 
been a speaker for user groups, technical 
conferences, and iSeries and AS/400 
audiences around the world. Skip has 
earned COMMON’s Gold Medal for 
Speaker Excellence and the Distinguished 
Service Award.  

All	You	Need	to	
Know	About	SQL		

	 in	Five	Hours

SQL has become the industry standard 
for moving data between platforms in a 
network centric computing environment, 
and working with data in a relational 
database.  In today’s IT environment of 
mixed hardware and software platforms 
you have to know SQL to survive.  This 
five hour seminar will serve as an excellent 
introduction to SQL on the iSeries and 
AS/400 for those people that may not be 
familiar with it, or it will be an excellent 
review for those that need a refresher 
course.  Via the internet, Skip Marchesani 
will use live demonstrations to illustrate 
SQL concepts and functions. After 
attending this seminar, you will have an 
understanding of SQL basic concepts and 
theory, and will be able to create and execute 
simple SQL statements using SELECT, 
INSERT, UPDATE, DELETE, CREATE, 
and DROP.  You will understand the four 
groups of SQL statements and how they 

Cost:	$249	for	TUG	members	and	$349	for	non-members.
Includes	free	parking	and	free	Woodbine	buffet.
After	dinner,	Woodbine	will	present	a	regular	race	program.

October	 26,	 2005	 –	 1pm	 –	
Woodbine	Racetrack

are used, the various SQL interfaces and 
what they are used for, and how to embed 
and compile SQL statements in a high 
level language program like RPG or Cobol.  
You will also understand how to use SQL 
in place of DDS and the native interface to 
create and manage database objects.     

Lefebvre Elected to 
COMMON Board

NOTES
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