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Presenting the IBM server iSeries.TM Want a less
expensive, smarter alternative to upgrading to Microsoft®

Exchange 2000? Want to keep running the Outlook pro-
gram your users love, but on a
server you’ll love even more?
Exchange your Exchange for
the iSeries server. It lets you
support thousands of Outlook
users on one
reliable, low-

maintenance server. With iNotesTM Access
for Microsoft Outlook it’s easy to consoli-
date multiple Exchange servers onto a 
single iSeries running Lotus® DominoTM

with robust, scalable power. And in the
process, help bring reliability, security 
and functionality up—while keeping up-
grade, service and help-desk costs down.

E-mail graduates to reliability. The
architecture of the iSeries provides a
mainframe-inspired environment, where Domino parti-
tions are isolated from one another. And problems in one
partition will rarely affect the users in other partitions.
Partitions can even automatically restart when necessary.

Save up to 38%1 vs. Exchange 2000. If reliability and
consolidation aren’t reasons enough, consider this:
Migrating your Outlook system to Domino for iSeries can

cost up to 38% less than upgrading
both your hardware and software to
Microsoft Exchange 2000.2

Same front end, better back end.  
To your Outlook users, migration to
Domino is virtually seamless. They use the same client soft-
ware they’re used to, but can now get the benefits of Domino,
like working offline and full-text search. It also provides

optional failover and load-balancing for
e-mail, easier administration, and use of
Domino e-collaboration apps.

It only gets better. IBM is one of the
world’s largest software companies, 
the leader in middleware, and the
name in reliable servers. To find out
more about how IBM can help you,
register now for a free, live e-briefing
and Q&A session with an IBM expert.
In just one hour (and right from your
desk) you’ll find out more about the

iSeries and iNotes Access for
Microsoft Outlook, including
how to save up to 38%, and
other reasons why it makes
so much sense to exchange
your Exchange. Shouldn’t
you call or click today? 

*LEGAL NOTE: 1. All price comparison analysis is based on U.S. data and amounts. 2. For full details, see www.ibm.com/eserver/iseries/domino/inotes/compare.html.IBM, the e-business
logo, and iSeries are trade-marks or registered trade-marks of International Business Machines Corporation and are used under licence by IBM Canada Ltd. Lotus, Domino, and iNotes
are trade-marks or registered trade-marks of Lotus Development Corporation. Microsoft is a registered trade-mark of Microsoft Corporation. Other company, product and service names
may be trade-marks or service marks of others. ©2001 IBM Corporation. All rights reserved.

Reliability

Expense

T H E  C A T A L O G U E  O F B U S I N E S S

EXCHANGE YOUR EXCHANGE.
AND SAVE UP TO 38%. YES,  38%.

Fig. 1.  iSeries Value Proposition

Fig 2.  Happy CFO

ibm.com/eserver/ inotes68 1 800 426∂7777 code 6N1DS068

Reliable, scalable servers for e-business.

SAVE
UP TO 38%

REGISTER
FOR OUR FREE 

E-BRIEFING
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President’s Corner
By Richard Dolewski, 
President, Toronto Users Group  for Midrange Systems

Richard Dolewski

I’ll take the corner office!

You are told that you are so 
successful in your work and you 
have total control of your career. 

Sixty plus hours a week to get ahead. 
You’re driving in the fast lane of success. 
The sky is the limit. Today work is more 
personal than ever, you are what you do. 
Work becomes a deeper satisfaction than 
ever. We ultimately do it for the money I 
suppose. 

Every one of us starts off with the 
same valuable commodity and that is 
time. All work NO play makes us 
overworked, stressed out, and ultimately 
less productive. Not to mention dull and 
boring. There is nothing more dangerous 
than having no time on your hands. Or 
is there!!! What about too much time 
on your hands. Most people would say 
automatically, “I would love to have this 
problem.” Do not get too comfortable in 
your work… look in the rear view mirror 
once in a while. Check your blind spot. 
It may be HR coming to see you. Go on 
get noticed.

Rapid deployment of new technologies 
and use of best practices have led many 
technical departments to become very 
lean with staff. Today there is little 
room in the average organization to 
take on additional workload unless the 

cost benefits and effort are clear and 
there is a high degree of success. 
Senior management demands for cost 
reductions and improvements in service 
seem endless. 

How do you get one without the other? 
Instead of adding staff monthly, many 
companies are shrinking their payroll. 
Layoffs have become fairly significant 
in the high-tech sector. A day does not go 
by without hearing some discouraging 
words about more layoffs. Hearing all 
this negative information about layoffs, 
firing, etc. demoralizes people. It destroys 
self-esteem. These layoffs lead to many 
repercussions in the economy. I certainly 
do not see much loyalty in the high-tech 
industry these days. The notion of being 
loyal makes you naïve in the eyes of the 
employer. It is too dangerous to build 
our lives around a job. 

When layoffs are imminent, it’s tempting 
and natural to lay low. This is not a 
smart career move. Many companies/
departments make down sizing decisions 
based on perception. If you have made 
yourself invisible, you could get the 
“AXE” or lose any chance to move up 
or stay alive. Always be ready to give 
yourself a plug, in an indirect way. Keep 
your resume current even when you are 
not looking for a job. This exercise will 
help you keep thinking about current 
accomplishments. How many of us really 
cannot explain what we do when asked 
by a family member or worse – our 
boss? We say, “Well it’s too complicated 
to explain.” Always be prepared with 
a 20 second speech on what you do if 
someone asks you, so you will not be at 
a loss for words.

Access your skills and your experience. 
Conduct a thorough audit of your skills. 
It’s important to identify your strengths, 
weaknesses, ambitions, and preferences 

so you can focus on your job. Too often 
we get side tracked and focus on our 
weaknesses. Oh I can’t do that, or they 
want someone more qualified then me! 
So they will never keep me around! Get 
yourself up to speed. Use the internet. 
All the high-tech companies we work 
with every day have WEB sites full of 
information to improve whatever you 
might be lacking. You need to accurately 
evaluate your abilities because the role 
with IT is broadening – which of course 
raises the bar on the skills that are in 
demand. Do not short change yourself. 
Remember, those individuals that 
demonstrate initiative and willingness 
to learn along with a positive attitude 
will find themselves highly marketable 
within their current organization. 

Build a rapport with people in different 
departments of your company to increase 
your competitive edge. In good times, 
networking is viewed as just being social 
(in moderation of course) but it’s crucial 
in the meanest of times. You will be less 
likely to be a victim. You are building 
an in-house network. Join and get active 
in professional organizations such as 
TUG. This raises your visibility within 
your company and more importantly in 
the industry. This reflects well on your 
employer. 

Remember small companies want to 
grow their business and truly do want 
you to be a part of the success. So when a 
general meeting of the entire staff is held 
and the President announces that there 
will be many layoffs pending, don’t put 
your head down. Instead raise your hand 
and ask him “When can I move into the 
corner office?”  T!G  

TORONTO USERS GROUP
for Midrange Systems

36 Toronto Street, Suite 850
Toronto, Ontario M5C 2C5

905-607-2546
www.tug.ca
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Mira Shnier

By Richard Dolewski

The events of September 11 were not an act of nature 
nor a computer system failure. Over the past months we 
have gone from being horrified to angered. We saw that 

this was something nobody could have ever planned for. If we 
look past the tragedy, this is the sort of thing a Disaster Recov-
ery Coordinator would have to anticipate and prepare for. We 
plan to recover our business when we lose our data or access to 
our data. The goal of companies today is to accept no tolerance 
for downtime in their business. Information is an asset of our 
company which we cannot afford to lose.

Business disasters happen any time, anywhere and do not need 
the magnitude of a major disaster to cause series damage to a 
business. In fact most disasters can be as simple as a corrupted 
database, or accidentally erased files in a specific application, 
or a complete network failure. These scenarios can negatively 
impact the bottom line profits of any organization. What you 
need is a disaster recovery plan. A disaster recovery plan is usu-
ally referred to as the DRP. It is a set of processes developed 
for your company outlining the actions to be taken by your IT 
staff to quickly resume operations in the event of a major ser-
vice interruption or outage. By establishing a firm list of activ-
ities to be followed, an organization can minimize potential 
losses incurred by downtime. Once developed, the plan should 
be implemented, tested, tested and tested on a regular basis to 
reflect the dynamics of your computing environments. 

We fool ourselves by thinking disasters never happen to us. For 
years I have had the opportunity to study disasters first hand 
and the one common similarity with all of them is that no one 
ever believes that it will ever happen to them. As a Disaster 
Recovery Planner, it pains me to see an organization take all 
the necessary steps to anticipate and plan for a disaster and then 
place the plan on the shelf or the network drive and forget about 
it. Was it just a means to get an auditor off your back? Develop-
ing a plan itself does not guaranty success. You must test drive 
to ensure success. You have to test it!

How many professional sports teams do you see taking the 
field without any preparation. The most talented teams do not 
assume ”we have the skills” or “ practicing would be a com-
plete waste of time”. Different parts of the team need to 
practice working together, to improve performance, determine 
what works and most importantly – plan for the unexpected. 

Feature Article...

INTERESTING FACTS

* Database failures account for 6% of 
all application outages, totaling about $3 
billion per year in downtime costs. [1999 
Standish Group research]
* Unscheduled system downtime 
significantly affects business for 98% 
of companies. [1999 International Data 
Corporation (IDC) survey]

Practice Makes Perfect 
 Planning for Disaster Recovery

Richard Dolewski
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In the event of a systems failure, your 
Disaster Recovery Plan requires flawless 
execution and teamwork. Your Disaster 
Recovery team needs to practice, or in 
IT terms, TEST. You may have the best 
written plan money can buy, the best per-
sonnel, but the whole reason you put the 
plan in place was to prepare for the unex-
pected. Why would anyone assume that 
in the event of a disaster everything will 
run smoothly? The answer is you cannot. 
Your staff needs to know in advance 
what actions they need to take and how 
to execute them. 

Testing has several objectives:

1. To ensure the accuracy, completeness 
and validity of recovery procedures.
2. To verify the capabilities of the person-
nel executing the recovery procedures.
3. To validate the information stored in 
the Disaster Recovery Plan.

4. To verify that the time estimates for 
recovery are realistic.
5. To ensure that all changes in the com-
puting environment have been reflected 
in the Disaster Recovery Plan.
6. To familiarize IT personnel with the 
Disaster Recovery Plan and its proce-
dures.

Testing Overview

Testing must be viewed as a continuous 
process. Testing of the DRP can range 
from simple reviews of this document 
to complex technical tests of your com-
pany’s ability to restore the multiple 
computing environments quickly, either 
locally or at alternate facilities. How-
ever, it is not sufficient assurance of a 
Plan’s success to conduct only a techni-
cal test once a year. You should incorpo-
rate a variety of tests designed to exer-
cise all components of the plan. I recom-

mend two categories of testing, Active 
and Passive, to ensure accuracy of the 
plan.

Active testing requires that the proce-
dures under review be executed exactly 
as written. For example, testing the pro-
cedure for declaring a disaster with your 
hotsite vendor in Toronto, and arriving 
with all the required backup tapes and 
restoring the systems. Each step would 
be executed fully and the data would be 
tested thouroughly by end user depart-
ments to validate recovery.

Passive testing does not exercise the pro-
cedures of the plan. A passive test is 
a walk through of the procedures, typi-
cally with the members of the IT Recov-
ery Team jointly reading and reviewing 
the procedures literally page by page. A 
dry run of a procedure often clarifies the 
steps of the procedure.
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Twice a year, the Disaster Recovery 
Owner (one of your many hats) will out-
line the testing objectives and develop 
the test plan for the computer systems 
recovery. The test plan will include a 
combination of active and passive tests 
of the DRP. The test plan shows the 
planned tests with their timing, duration, 
staff resource requirements and explana-
tory comments.

As a general guideline, IT should con-
duct tests as follows:

At least once a year, the IT Technical 
Recovery Teams will conduct an inci-
dent-based walk through of the Disaster 
Recovery Plan. This passive test will 
verify that the Plan is consistent with the 
team members’ expectations and that it 
can work regardless of the type of disas-
ter.

Twice a year, the Technical Recovery 
Teams will need to test their ability to 
recover at a hotsite or your duplicate data 
center site with an active technical test. 
In the second test you should test the 
recovery of the Network infrastructure. 
Yes… that other important piece of the 
puzzle.

Passive Testing 

The Disaster Recovery Owner is the 
chairperson for a controlled walk through 
of the Disaster Recovery Plan’s proce-
dures. Your responsibilities for a walk 
through include developing the scenario 
that will be used during the walk through. 
The scenario for the walk through should 
be formally documented. Typically, it 
would be a series of handouts for the 
participants. The first handout would 
describe the disaster, its timing and 
impact. As the walk through progresses, 

additional handouts would describe how 
the events of the disaster have pro-
gressed. For example, in a fire scenario, 
the first handout would be quite vague 
on the extent of the damage. The second 
handout would offer more information 
outlining the extent of the damage. The 
third handout could introduce a compli-
cating factor such as the Fire Depart-
ment’s concerns for the safety of the 
physical structure of the building thus 
making access to the computer room 
impossible for an extended period of 
time. 

Example of sample scenarios include:
• A fire denies use (either completely 

or temporarily) to the central com-
puting facility. Thirty five remote 
offices become affected.

• The local Telephone exchange office 
has an extended power failure. The 
external network is down and will 
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be down for the next day. Voice 
service is completely disabled. All 
equipment in the computer room is 
still functional.

• A pipe bursts in one of the wash-
rooms over the weekend. The com-
puter room has 3 inches of water 
under the raised floor. 

Passive testing is conducted with all par-
ticipants of an IT Recovery Team and 
additional primary participants may be 
invited depending on the scenario to be 
tested and the components of the plan 
to be tested. Participants will bring their 
current copy of the DRP with them. 
Each participant is assigned a specific 
role (or set of roles) to play in the disas-
ter scenario. Normally, the primary role 
for a participant would be the one he/she 
would play in a real disaster. From time 
to time, you may wish to have partici-
pants switch roles for cross training pur-
poses. Ensure you test the obvious and 
do not skip items such as:
• Telephoning staff members in the 

DRP to validate the contact num-
bers.

• Telephoning vendors after normal 
business hours to ensure that their 
hotline and service numbers are cor-
rect and manned.

• Executing the notification, escala-
tion and assembly tasks on a non-
business day.

Rules for the walk through are simple:
• Using only the DRP and the formal 

scenario descriptions decide which 
tasks to execute.

• The primary resource role player 
verbalizes how he/she would pro-
ceed to execute the procedure using 
the scenario and the required infor-
mation.

• Each task and procedure is then 
jointly approved or modified. 

As the scenario progresses in the walk 
through, there may be changes and clari-
fications necessary so that the scenario 
walk through can achieve its objectives. 
Sometimes the scenario does not unfold 
as the Plan Manager expects. The debrief-
ing should include a recap of the action 
points noted during the walk through. 
Every participant should leave the walk 

through with a copy of the handwritten 
list of action points.

The summary report should contain:
• The objectives of the walk through
• List the participants
• Summarize the scenario(s)
• The scenario definition handouts
• Summarize the changes for the Com-

puter Contingency
• Plan and schedule for their comple-

tion

Active Testing

There are a wide variety of active 
tests that can be performed. Examples 
include:
• A full technical test of restoration of 

production application systems on 
the iSeries and other mission critical 
hardware.

• A technical test of LAN & WAN. 
• Switching the High Availability solu-

tion and the users to the alternate 
facility and testing the validity of 
the data.

A technical test demonstrates your abil-
ity to move processing into the recovery 
facility within the required time. Plan-
ning for the test will proceed as follows:
1. At least sixty days in advance, sched-

ule the test with your hotsite pro-
vider. Notify participates of the plan 
of your selected date and time.

2. Meet with IT Recovery Team to 
establish test objectives thirty days 
prior to the test date. This will deter-
mine the participant’s requirements 
for the test. The test schedule can 
also be developed. 

3. One week prior to the test, publish 
the test plan to participants. Confirm 
your test date.

4. Initiate the transfer of tapes from 
offsite tape storage office to the 
Recovery Services facility.

The role of the Plan Manager during a 
technical test is to:
• Ensure that each objective is fully 

realized.
• Ensure that each test participant fol-

lows the procedures from the DRP 
as precisely as possible.
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• Document changes necessary to 
make the procedures of the DRP 
work.

• Record problems and their resolu-
tions as they arise.

• Record the duration of each of the 
procedures.

• Summarize all the change to the 
DRP.

These exercises will help change Senior 
Management’s perception and yours. 
Many times testing will reveal the non-
technical issues of the plan. We in the IT 
industry are generally technically sound 
in our work, but it’s the “procedural 
stuff” that will bite us. A common thing I 
find is Management’s inability to declare 
a disaster properly, their unfamiliarity 

with crucial procedures. Testing creates a 
safe “make believe“ situation that is free 
of embarrassment. Everyone can demon-
strate their abilities and understand the 
relative importance of these procedures 
without suffering damage or great costs.

Making a management commitment to 
regular testing, validating and refresh-
ing your DRP can protect your company 
against the greatest risk of all – COM-
PLACENCY. Today’s computing envi-
ronments that face rapid business and 
technological changes, the smallest alter-
ation to a critical application or system 
can cause an unanticipated failure that 
they may not be able to recover from if 
they do not test.

It’s true that disasters, even simulated 
ones don’t happen often. It is usually true 
that without testing your DRP prepared-
ness you will not find out if it will work 
when that big one hits. Make NO mis-
take about it, disasters cause tough times 
for an organization. Companies have suf-
fered and survived them, but only when 
they have tested. Test because your busi-
ness depends on it. Backup & Recovery 
can be a good experience if you plan and 
more importantly if you test.  T!G  

Richard Dolewski
rdolewski@midrange.ca
905-940-1814
Mid-Range
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THE AGENDA for our next Meeting of Members

Wednesday, January 23, 2002

 LOCATION: Triumph Howard Johnson Plaza-Hotel 
  Keele & 401, North York, ON
TIME/TOPIC:  4:00 PM  (2 hours)
Session 1 – “Disaster Recovery Primer - Ready, Set, Plan” 
SPEAKER:       Richard Dolewski, Mid-Range
Richard Dolewski is Managing Director of Mid-Range Technical Services. He is a Certified Disaster Recovery Plan-
ner and IBM iSeries 400 Logical Partitioning  expert. Richard has over 20 years experience in the Data Processing 
industry His specialties include Back-Up & Recovery Program Design, Disaster Recovery Planning, and Server 
Consolidation. Richard has implemented Disaster Recovery Plans for a variety of customers in Canada, the U.S. & 
Mexico.   He has supported multiple real computer room disasters, and conducted over 100 disaster recovery tests. 
Richard is currently the president of the Toronto User Group for Mid-Range Systems (TUG) and is a frequent speaker 
at technical conferences including IBM Common, IBM Executive Series, User groups and the Help Systems/Robot 
Users Conference. In addition, he writes numerous articles and teaches hands-on technical education.

ABSTRACT:  Do you have a Disaster Recovery Plan? Are you really prepared? The difference in surviving in business depends on how 
well you prepare for the unexpected. If a disaster struck, how would your company do? This session will investigate numerous exposures in disaster 
recovery planning today. Examine the pitfalls of backup and recovery. You will hear of lessons learned from actual disasters and near misses so you 
do not fall with the fallen. Following a disaster recovery methodology structured specifi cally for Information Technology, the seminar will provide 
the attendee with an understanding of the fundamentals of system recovery and building a disaster recovery plan for an AS/400. This will be a special 
2 hour presentation.

TIME/TOPIC:  7:00 PM
Session 2 – “What’s Happening in AS/400 Application Development?” 
SPEAKER:       George Farr & Phil Coulthard, IBM Canada
George and Phil are co-authors of the Midrange Computing Press books Java for RPG Programmers and Java for S/390 and 
AS/400 COBOL Programmers. Both are frequent and award winning speakers at COMMON and conferences around the 
world, as well as authors of many industry articles. Phil is the chief architect of iSeries application development tools and 
compilers at the IBM Toronto lab. George is the manager of the RPG and VisualAge RPG compilers, and a new generation 
of tooling based on eclipse workbench, coming to an iSeries near you soon.

ABSTRACT:  George and Phil will discuss with you the “big picture” of Applica-
tion Development and IBM’s AD strategy. “Come hear who is coming to dinner in V5R1 and 
future.” As you know, all of our trusted compilers and tools now come in a single package in 
V5R1, and include a full complement of IBM’s leading tools for iSeries development. Guess 
what. More to come in V5R1M1! Ever wanted to try VisualAge for Java? Ever wondered 
what an SDA for Web Pages might look like? Ever considered how much better SDA would 
be with drag/drop support? Ever wished PDM worked on Windows? Ever wished to have 
a single IDE which includes XML tooling? Ever wanted to write RPG GUI applications on 
Windows? What about WebServices, have you wondered what that is? Ever wished you push 
a button and convert your green screens to Web pages? Well, all your wishes have come true. 
You won’t believe how much new software IBM will give in V5R1 and more to be given in V5R1M1. In this session George 
and Phil will discuss IBM’s Application Development strategy and will touch on all of the points mentioned above. This 
session will be a mix of presentations and demos. Do not miss this session! Come find out about the new world IBM is 
forging for iSeries developers. It will change your day job...

TIME/EVENT:       6:00 PM – TUG Meeting of Members (MoM)
Mingle and network with professional colleagues. A sandwich buffet will be available, at no charge.  To help us plan, please advise the TUG 
offi ce of your intention to participate.  You can call, fax, or use the TUG web-site to register, (stating: name, company, phone number, and number 
attending).    www.tug.ca

What topics would you like to see in future? Drop us a line with your suggestions at:   leo@tug.ca

T U G

Richard Dolewski

George Farr

Phil Coulthard
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Using HTTP 
Beyond Your Browser
By Lana Ho

Using the power of HTTP, you 
can extend your systems to 
interact directly with your 

trading partners. This article offers an 
overview of how one can use socket 
applications to connect with external 
servers over the Internet. All you need 
is an Internet connection, and a basic 
understanding of socket programs.

Where would you use this? Some 
examples: 
My business has set up a B2C shopping 
cart site, with dynamic access to my 
database to display my product catalog. 
Users can search my products, place an 
order which will connect with my back-
end order processing system. How do I 
extend the benefits of my site to interface 
with 3rd party businesses for:
• shipment tracking
• on-line credit card processing
• supplier inventory checks, (I might 

not carry all my inventory), customer 
inquiry

• B2B procurement – e-marketplace 
or private exchange with trading 
partners, product inquiry, order 
placement

I want to have all these processes in 
place, without losing my customer to 
another site, in real-time…

What Is a Socket Program? 
There are many variants of socket 
programs and they can be extremely 
complex, however, for my intent, I need 
to be able to run a client program from 
my server machine. There are two ends 
to a socket connection:
• The server side that has a socket that 

is bound to a specific port number. 
The server just waits, listening to 
the socket for a client to make a 
connection request. 

• On the client-side: The client makes 
a request to a server via the 
appropriate URL. The service then 
returns the response to the client 
through the same socket 
connection. 

It’s like web browsing without a 
browser 
My approach is to use a socket program 
to make a request to another server 
via the Internet. The socket application 
makes a request through an HTTP POST, 
and receives the result of the processing 
request as the response to the POST 
request. These requests are made through 
a TCP/IP connection over the Internet to 
the service. For sensitive data, an extra 
security layer, SSL protects the HTTP 
requests. 

What information is sent via the 
sockets?
The client side: HTTP requests:
Data in the both the request and response 
is URL encoded using standard HTTP 
conventions. A typical request message 
is built up of a request header and request 
message. 
1. Request headers are all of the 

form: Header-name: Header Value 
and they specify information and 
parameters that will help the server 
provide a suitable response. 

2. Message Body: This is the actual 
data segment being sent. Fields are 
created as URL encoded name=value 
pairs. 

The server side: HTTP responses:
The response to a request is returned 
as an HTTP header and then the URL 
encoded string containing a number of 
name=value pairs, which is the data 
segment being returned. 

TEC 2002
Unleash 

the Power

May 14 - 15, 2002
Sheraton Parkway Hotel

The Toronto Users Group for 
Midrange Systems (T!G) once 
again presents the annual Tech-
nical Education Conference 
and Showcase.  We will fea-
ture the latest hot topics in 
the iSeries realm and the top-
most expert speakers. This year 
the early-bird cut-off will be 
March 22nd. Members who 
register before this date qual-
ify for the discounted rate of 
$695$695 for the full conference.

For more information 
contact the 
TUG Office  
905-607-2546 or 
e-mail: adminadmin
@tug.ca.

Keynote
Speaker:
Al Barsa

of your iSeries

Rev it up!
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Example 1: (shipment tracking request)

POST /application path/tracking.cgi HTTP/1.0<cr/lf>
Content-type: application/x-www-form-urlencoded<cr/lf>
Content-length: 150<cr/lf>
<cr/lf>
AppVersion=1.0&AcceptUPSLicenseAgreement=yes<cr/lf>
&ResponseType=application/x-tracking-full-response<cr/lf>
&InquiryNumber=1Z4523740341077981&TypeOfInquiryNumber=T

Example 2: An example of a response message would be:

HTTP/1.1 200 OK
Server: Netscape-Enterprise/3.5.1
Date: Mon, 04 Jan 1999 15:58:03 GMT
Content-type: text/plain

Status=E&errCode=131&errString=Operation+not+supported+%28131%29+-
Please+check+request+parameters&subError=0

Some application coding will need to be 
done in order to parse the response.

How do I write the socket 
programs?
The best way to code a client/server 
program is to reuse code or examples 
from an existing service. There are many 
public domain examples to work from in 
C, Java, RPG, etc.
A server written to the sockets API for 
a connection-oriented protocol typically 
uses the following sequence of function 
calls: (These APIs are available for 
OS/400 implementation)

• A call to socket() to obtain a socket 
descriptor. 

• Socket calls to activate a connection. 
It calls bind(), listen(), and accept() 
to activate a connection for a server 
program. 

• The HTTP header and message 
request information is passed and 
interpreted using calls to the read() 
and write() APIs.

• A call to close() to destroy the 
connected sockets. 

A client written to the sockets API for 
a connection-oriented protocol typically 
uses the following sequence of function 
calls: 

• socket() 
• A call to connect() to activate a 

connection for a client program.
• A call to close() to destroy the 

connected sockets. 

Additional API calls are available for an 
application that requires Secure Sockets 
Layer (SSL) encryption. 

Using socket programming may appear 
arduous at first, but once your first 
socket application is written and in place, 
you will be able to extend the same 
application again and again.  T!G    

Lana Ho, a Services Manager at 
LANSA Inc., has designed and 
developed multiple e-commerce-style 
Web sites. She can be reached at 
lana.ho@lansa.com

[Originally printed in iSeries Magazine]
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– TUG MoM Review – 
The Nov. 2001 Meeting of Members
By Eveline Gaede

Eveline Gaede

"I really have to stop going to MoMs!"

Nancy Roper, IBM Canada Storage 
Group, started the evening off with her 
talk on storage solutions. She covered 
a board range of topics from SAN on 
iSeries, to tape technologies; to BRMS; 
and ended  with a brief discussion 
on ESS – Enterprise Storage Server 
“Shark”. (Now if only I could convince 
my company that we need a Shark. I’d 
be the envy of all my colleagues!) 

We all know about LAN’s and WAN’s, 
but what about SAN’s – what is it and 
how does it work with in an iSeries 
environment? A SAN is a Storage Area 
Network. Nancy used her “portable” 
iSeries to demonstrate different 
topologies and how with using hubs 
and switches, you can have your SAN 
located at a distance from your iSeries. 
This now becomes feasible because fibre 
connections are now here on the iSeries. 
Fibre increases your performance speed 
dramatically. 

For example, an 8xx with a SCSI 
connection has a performance rating of 
40 MB/sec. The same model with a Fibre 
connection increases the performance to 
100 MB/sec. (So besides the SHARK, 
my shopping list now includes a new 
8xx!) 

The big advantage with a Storage Area 
Network is that you now have a centrally 
managed, high-speed, secure network 
that enables any-to-any interconnection 
of servers and storage systems across 
longer distances. Whereas with a 
traditional “Direct-Attached” storage 
setup, each system has its own storage 
and connection distances are limited. 

Nancy’s advice on choosing between 
point-to-point, a hub or a switch was 
to buy the switch today but keep your 
future plans in mind and buy what you 
will need then. It may be more expensive 
initially, but in the long run, will be more 
cost effective and will give you room for 
growth. With all good things, there are 
some restrictions, the biggest being that 
you need a minimum 270 or 8xx CPU 
running V5R1.

Every time I attend, I come 
out with either a shopping list 
of “must-haves” or a bucket 
full of ideas of “must-look-

intos”. Take our November meeting as 
an example – two great topics that just 
scream for action – “What’s Hot and 
New in iSeries Storage” at 5:00pm and 
“iSeries V5R1 Infoprint Solutions” at 
7:00pm. 

Nancy Roper
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Next on the agenda was tape hardware. 
I was happy to learn that we have the 
“Cadillac of drives – the 3590”. But once 
Nancy talked about the LTO (Linear 
Tape Open) drive, I knew I just had to 
have one! (Item 3 on my shopping list.) 
The technology (and low cost) in this 
drive is amazing! Storage capacity is 
100 GB (native), 200 GB (compressed) 
and has an incredible transfer rate of 
10-20MB/sec. The road map for this 
technology is to double with every 
generation so that by Generation 4, the 
native capacity is 800GB and a transfer 
rate of 80-160MB/sec. 

This technology can be purchased as a 
single LTO drive right up to a scalable 
Tape Library, containing from 1 to 72 
LTO drives. Another one of Nancy’s 
recommendations was that if you are 
currently using DLT and 8mm, switch to 
an LTO for performance and reliability.

So now that you have can manage all 
your backups from all your systems in 
a centralized SAN, how do you manage 
your backup and recovery policies? 
BRMS – “Backup, Recovery and Media 
Services” is IBM’s Strategic Backup 
Management Product. It contains several 
functions to make this very critical 
aspect of every companies computing 
environment, easier:
• Backup and Planning
• Recovery
• Hierarchical Storage Management
• Media Management
• Tape Library Support
 
The new GUI interface makes BRMS 
very intuitive and easy to use. 

After a brief intermission and a short 
word from board director Glenn 
Gundermann on our upcoming technical 
conference (TEC 2002 – May 15, 16), 
Mira Shnier showed us how “iSeries 
V5R1 Infoprint Solutions, Deliver the 
output of e-business”. The title is a bit 
of a misnomer – the product is not just 
about printing – “Infoprint” stands for 
Information Presentation for Internet. 
She focused her presentation on these 
three tools - Infoprint Server, Infoprint 
Designer and Print Services Facility.

Infoprint Server gives you the capability 
of electronically distributing your output. 
You can move from the traditional ‘print-
and-distribute’ scenario to ‘distribute-
and-view.’ Spool files can be turned into 
PDF’s for emailing or web applications. 
One of its biggest strengths is that you 
can segment any iSeries output, generate 
separate PDF’s and email each one to a 
different address. (Okay, so my shopping 
list just got bigger!) The idea is to move 
the point of print. 

The intended recipient can now print 
or save the document – you no longer 
have to print, stuff and mail. Mira’s 
included lots of examples and how-to’s 
in her presentation. The next item Mira 
discussed was IBM Infoprint Designer 
for iSeries. This tool allows you to design 
sophisticated forms. Some of the key 
features are:
• It is truly WYSIWYG, and not like 

the original green screen. You drag 
and drop your fields and data.

Glenn Gundermann 
with Mira Shnier
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• It has integrated 
download of iSeries 
output data and 
integrated upload of the 
completed project.

• Includes Image Design 
editor for logos and 
images

• Creates standard OS/400 
print resource objects.

• You can also create a 
constant back (i.e. terms 
and conditions

• You can change the 
layout or forms based on 
the data–“Conditional 
Processing”

And the list goes on! By the time the 
evening was over, my shopping list was 
complete and I was again armed with 
lots of new ideas to bring back to my 
team at work!  Mira’s last slide quite 
aptly stated, “The journey begins….” 
How true – IBM continues to bring 

Mira Shnier

us the products, both hardware and 
software to conduct our business; and 
TUG continues to bring us the speakers 
and knowledge on what can be done. 
(Now if only someone could get us more 
time to accomplish all these projects!)

And speaking of knowledge, the board 
members are busy planning for our 
next technical conference, “TEC 2002 – 
Unleash the Power! May 14-15, 2002” 
The preliminary grid is complete and 
the conference again promises to be an 
outstanding learning opportunity. Mark 
your calendars now, plan to attend, and 
learn how to unleash the power of your 
iSeries system!   T!G  

Eveline Gaede is our TUG Secretary 
and is also Manager, Information 
Technology Group at Challenger 
Motor Freight Inc., in Cambridge, 
Ontario. She can be reached at 
evelineg@challenger.com  or (519) 
658-5154.

Nancy Roper
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Debbie Gallagher

ADVERTISE!

! Reasonable Cost
! Radical Coverage
! Ron Campitelli    
 (905) 695-4618    
 ronc@tug.ca

in the TUG eServer magazine

We are tightly focused 
on the Mid-Range Space

Each story in this series of Project Management Tales is true, but company names have been changed. 
Some stories occurred in Canada and others took place in the US and overseas.

Project Management Tales – 

Multi-Language Mix-Up
By Debbie Gallagher

Background

A Portuguese company hired Standard Inc. to assist 
them with selection and implementation of web-based 
Human Resources software. For the implementation 

phase, the client had a contract with Standard, who sub-
contracted the work to the US-based software vendor, Acme 
Corporation. 

The implementation went well, completing on time and on 
budget. Afterward, the client wanted custom enhancements 
and modules, and similar arrangements were made. Standard 
was to be the main contractor and language translator. Acme 
was to work off-site, developing the custom programs based 
on user requirements. The custom work in the first year was 
expected to be worth several million dollars. The process 
for each modification would start with the client developing 
requirements in Portuguese. Standard would translate the 
requirements into English for Acme. Then, Acme would 
determine the effort and estimated fees for the modification. 
If approved, Acme would complete the development and 
testing, and produce documentation and installation instructions 
in English. Standard would translate the English documents 
into Portuguese, and do the installation at the client site. All 
communication between Acme and the client would go through 
Standard.

The Situation
Acme received a set of specifications, and based on the stated 
requirements, estimated that the modification would take three 
months and cost about three hundred thousand dollars. Standard 
provided the estimate to the client. The client was appalled. 
Surely this particular modification was not that big a deal. The 
client asked Standard to have Acme break down the price into 
components to justify the effort and fees.

Once the client saw the detailed components and fees, it 
was obvious that Acme had not understood the requirements.  
Standard re-wrote the specifications and Acme produced a 
new estimate of three weeks and thirty thousand dollars. The 
client accepted the estimate, and the work was completed and 
delivered.

Action Taken
The Acme project manager had the same problem with other 
modifications on the project. Sometimes, the modification 

would be installed at the client before anyone discovered that 
the modification did not really deliver what the client had asked 
for.

The project manager repeatedly tried to convince Standard to 
allow direct communication between Acme and the client for 
clarifying requirements. However, Standard insisted on being 
the go-between.  The problem continued to occur. The client 
felt that Acme was not serving their needs very well. Acme felt 
that Standard was the problem, with their sloppy translation of 
requirements. 
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Epilogue
The project manager did manage to 
continue to deliver modifications, but 
the client was never totally satisfied 
with Acme, and Acme was continually 
frustrated with Standard. The Acme 
project manager left the company after 
the first year.

Conclusion
Standard had no programmers, analysts, 
or hardware technicians assigned to the 
project. Their main function on the 
project was to translate documents from 
Portuguese to English and back. This 
was not a necessary service for Acme, 
who had already done similar projects 
for clients in Spanish, German, Arabic 
and Japanese-speaking countries. Acme 
had found that there were usually enough 
English-speaking employees in a 
company that they could discuss anything 
they needed just by asking an English-
speaking person from the client company 
to join in any meetings and phone 
calls. The problem was not the language 
difference. It was the process that was 

put in place to solve the supposed 
language issue. Standard filtered every 
communication between Acme and its 
client, and the filtering caused numerous 
errors and assumptions. The Acme project 
manager failed to find a way to solve 
the problem because she was reluctant 
to report the issue to Acme management. 
She also didn’t figure out the real reason 
for Standard preventing Acme from 
dealing directly with the client. 

Standard provided little more than 
translation services, but was able to 
make money by marking up the fees 
charged by Acme. Standard was careful 
to keep itself between Acme and the 
client, in order to prevent the client 
from eliminating Standard from the 
process and the next contract. The Acme 
project manager should have escalated 
the issue to Acme management. Acme 
management could have encouraged 
Standard to provide some of the technical 
or analytical resources for the 
modification team. This approach would 
allow Standard to be involved in a way 

that provided value to the client, thereby 
reducing the chance that they might be 
eliminated. 

Then Standard likely would be more 
inclined to allow the Acme team to speak 
directly with the client to obtain and 
clarify requirements. Speaking directly 
with the client would certainly shed light 
on the requests, and allow the client to 
receive what had been asked for. The 
client, in turn, would be more satisfied 
than with the current arrangement, and 
more likely to renew the contract with 
Standard and Acme.

Multiple parties to a project are a 
complicating factor in project 
management. In this case, the process of 
filtering communications through a third 
party caused a lot of confusion between 
the first two parties.  T!G  

Debbie Gallagher is a Manager, 
Solutions at Deloitte & Touche LLP, 
Toronto. She can be reached at (416) 
643-8767 or dgallagher@deloitte.ca.
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CCOMMUNICATING WWITH SSAM

Sam Johnston

Getting More With Less From QoS: 
Network Survival in Tough Economic Times
Question:

Over the past year, we have noticed significant 
degradation in response time associated with 
applications that run over our Wide Area Network. 
When investigating the issue, we had noted that 

during peak business periods, bandwidth utilization was 
maximized, especially at the aggregation point that services 
our main data center. Given that we have added several new 
applications to the data center that serviced remote clients, we 
were not surprised to see that we were saturating the network.

In order to improve response time, we had anticipated upgrading 
our network. Our current topology is Frame Relay, with most 
remote sites at relatively low speeds (128 kbps is the norm), 
while the data center aggregation point is serviced by a 
T1 (1.544 Mbps). We have currently standardized our router 
hardware platform on Cisco. Based on benchmark testing, we 
believe that our remote sites require a minimum of 512 kbps, 
and that multiple T1’s are needed at the data center. 

Based on these requirements, we compared the costs of 
upgrading our Frame Relay network versus moving to a new 
topology. It was apparent that newer network technologies 
provided better value on a cost-per-bit basis when higher 
speeds are needed, and consequently we made the decision to 
migrate to an MPLS network that would provide Ethernet LAN-
type speeds over the wide area. 

However, given the recent economic slowdown, our operating 
budgets have been frozen and we can no longer afford to 
migrate to MPLS, nor do we have the budget to perform a 
significant Frame Relay upgrade. This presents a real dilemma, 
as response time issues persist and they are impacting the 
business. Our goal is to ensure that mission critical transactions 
at a minimum are protected. Given our bandwidth deficiencies, 
is it possible to reach this goal, in whole or in part, through the 
use of QoS (Quality of Service) technology?

Answer:

It is incredible how times can change 
can so rapidly. It wasn’t so long ago 
that huge increases in spending on 
IT were never questioned. However, 

rapidly the focus has change to doing 
more with less, and driving ROI. The 
simple answer to your question is yes, 
QoS can help you in essence ration 
bandwidth to ensure that the applications 
that deliver the most to your business get 
the bandwidth. While your challenges of 
increased application bandwidth needs 
are very real your current WAN topology 
will enable you to perform many levels 
of QoS to improve your situation and 
provide the required preference to your 
mission critical applications. One 
important concept to grasp with respect 
to QoS enablement in your network 

infrastructure is that QoS will not provide 
you increased bandwidth, but it will 
offer you choice in how you use your 
bandwidth.

You have not gone into any significant 
detail regarding your applications, but 
I will assume you are like many other 
iSeries customers. You have 1 to 2 
mission critical business applications that 
run on specific protocols within your 
network. Next you have 3-5 important 
business applications that while not 
mission critical are important and to 
some degree response time sensitive 
(what isn’t these days). Aside from these 
applications it is safe to say that you 
have Internet traffic, file and print traffic 
and e-mail traffic.

At this point without delving into 
techno-detail of all the wonderful tools 
available currently for QoS engineering, 
I will provide a quick overview of the 
framework required for QoS before I 
begin to recommend some effective tools 
for your environment. Fundamentally, 
QoS includes, but is not limited to the 
following main categories (see Figure 
1).

The key categories that you will need 
to consider in your case of 
implementation are classification, 
congestion management, congestion 
avoidance, traffic shaping and possible 
QoS signaling. Admission control will 
be used more likely if you have data 
you do not care about servicing and 
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are critically concerned with 
real time applications. Link 
efficiency mechanisms are 
primarily required when 
using timing sensitive 
applications such as voice 
where the small voice 
packets can get held up 
by larger TCP/IP packets 
traversing routers and WAN 
(‘freeze-out). QoS signaling 
is again more often deployed 
when requiring support for 
timing sensitive applications 
or end-to-end QoS 
requirements within the 
domain.

Classification of packets can occur at 
L2, L3 or L4 headers or even within the 
payload of the packet. One of the most 
basics form of classification is to use 
access-list to define your types of traffic 
based upon protocol type, packet size, 
source and destination address etc. This 
technique will be effective especially for 
defining non-TCP/IP traffic.

Congestion mechanisms commonly 
deployed in a Frame Relay environment 
are Weighted Fair Queuing (WFQ) or 
Custom Queuing. I’m betting on Custom 
queuing as it will enable a single PVC 
to carry multiple traffic types, such as 
TCP/IP and SNA. Depending on the 
actual detail all of these mechanisms, it 
could be effective in your environment. 
The following diagram (Figure 2) 
highlights the operation of CBWFQ:

Congestion avoidance 
techniques can be very 
effective, but really only 
in a TCP application 
environment. From a high 
level perspective the way 
these tools operate is that 
they attempt to predict 
the flow and when traffic 
begins to reach thresholds 
and queue depth begins to 
increase in an interface the 
mechanism will 
intelligently discard 
packets in order to throttle 
back the applications. This 
is effective in reducing 

windowing sizes in an FTP file transfer. 
Just think about what it would do to a 
SNA stream (I shudder to think!).

Traffic shaping is a key component to 
our entire discussion. They even named 
the technique after your network. Frame 
Relay Traffic Shaping or FRTS. Frame 
Relay traffic shaping can be deployed on 
a virtual channel level to leverage the 
inherent information within a frame relay 

Figure 1



Toronto Users Group for Midrange Systems – January 2002 21

packet to manage bandwidth availability 
within the Frame Relay network i.e., 
CIR, FECN, BECN, DE, or burst rate.

So back to the simple answer of yes, QoS 
should be able to help ensure you deliver 
bandwidth to the right applications. 
The deployment process, provided your 
routing infrastructure is QoS capable, 
will not be too complex if stick to the 
basics:

• ACLs for classification to ensure 
that the network can intelligently 
identify which traffic is important 

• Custom Queuing for congestion 
management to ensure that priority 
is given to the key applications when 
bandwidth is scarce 

• FRTS for Traffic Shaping and 
Policing to assist you in proactively 
managing the network to reduce or 
avoid bandwidth scarcity situations

Clearly without having intimate detail of 
your existing network applications I can 
only provide a guide to solutions to your 
problems. However, as complicated as 
these details may seem, the good news 
is that Frame Relay is a mature WAN 
protocol and has some of the most proven 
techniques associated with QoS traffic 
shaping. Frame Relay has historically 
been the standard protocol for Canadian 
wide area networks, enabling many 
companies to successfully implement 
cost effective networks with limited 
bandwidth to support the timing sensitive 
SNA protocol along with IPX, netbios 
and TCP/IP. This means that the tools and 
techniques are tried and proven, and the 
risk associated with this plan is relatively 
low.

Unfortunately economic down turns do 
happen, and they can interfere with our 
plans. Investments that were a must have 
only a few months ago are scrutinized for 
the value they will bring to the business, 
and money no longer simply thrown at 
problems. They key in these times is to 
stay focused on the true business needs 
relative to what your IT investments need 
to deliver, and to think creatively. When 
we do this, it is amazing how can survive 
and sometimes turn what we think is less 
into more.   T!G 

Sam Johnston is a partner and 
Chief Technology Officer of Intesys 
Network Communications Ltd., 
providing value-added networking 
and e-commerce solutions to the 
iSeries community. He can be 
reached at (416) 438-0002 or via 
e-mail at sjohnston@intesys-ncl.com. 

Any TUG member wishing to submit 
a question to Sam can forward their 
typewritten material to the TUG office, 
or to Intesys. The deadline for our 
next issue is Friday February 8th, 
2002.

Figure 2
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Scott Welch

Disaster Recovery

By Scott H.E. Welch

Imagine waking up to a call tomor-
row morning from the local emer-
gency services department inform-
ing you that there was a chemical 
spill at your work and that all 

access to the premises would be closed 
for aprpoximately 24 hours. In addition, 
all the power at your offices would also 
be shut down. The managment team and 
all its employees would be forced to stay 
at home and work. But, how effective 
would this be if a number of them could 
not access your company's network?

Now take just a few more minutes and 
imagine that instead of a chemical spill 
lasting a few hours you were dealing 
with an emergency that would take days 
or even weeks to recover from. In fact, in 
the case of an extreme emergency, such 
as a fire, your entire IT infrastructure 
may be destroyed.

Remote Access
It’s not a lifestyle choice, it’s a critical part of disaster recovery.

Is your organization confident that in 
the face of these potential disasters that 
it would still be business as usual? 
Probably not. In all of these scenarios, 
the critical question for IT managers in 
charge of disaster recovery is how long it 
will take to get back up and running, and 
how much data your end users will lose.

In the past, providing remote access to 
computing services was seen as either 
a lifestyle choice, for employees who 
wanted to work from home, or a tool that 
was only required for “road warriors” 
such as salesfolks. Since September 11th, 
though, more and more companies are 
realizing that remote access is a critical 
component of disaster recovery. When 
considering remote access solutions, 
there are actually three separate issues 
that you have to look at: the ease of 
deployment, the bandwidth requirements, 
and end-user results.

The other critical issue to examine is 
whether your disaster recovery / remote 
access solution takes into account the 
fact that your users may be running 
on completely new computers. Any 
solution that assumes end users keep 
their machines is not a solution. There are 
numerous scenarios in which end-user 
machines are rendered unusable, from 
simple emergencies that cause users to 
flee the office to the unthinkable, such as 
a fire or terrorist attack. In any of these 
events the critical result is that the end 
users are unable to access their regular 
machines. They will have to be able to 
continue their work without ever having 
access to their old machine.

Of course, this ability to work from 
alternate machines also means that for 
the more standard case of users working 
from home remote access is much more 
painless. 
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“During recovery ... your users may be running on completely new computers.”

Instead of lugging a laptop home every night, your users should 
be able to just use the existing machines that they have at 
home.

A Real-world Example
As a real-world example, let’s look at providing remote access 
to your messaging system. As e-mail becomes more prevalent, 
more and more of your employee’s business is being conducted 
by email. In addition, your email system is probably used as a 
contact management system, which means that your employees 
are likely to need access to the data in the messaging system for 
other communications tasks, such as making calls and sending 
faxes. Finally, chances are pretty good that this same system is 
your primary calendaring system as well. 

Put these together and it’s clear that providing good remote 
access to these applications will go a long way to allowing your 
company to recover from a disaster.

As you choose your software, you will need to be thinking about 
the implications for remote access and disaster recovery. For 
example, many popular email applications, such as Microsoft 
Exchange, store each user’s mail out on that user’s computer. 
It’s a sad fact that if those computers are sitting in the office 
with the power turned off, the best software in the world won’t 
help the user get at their content. So, it’s critical to make your 
chosen vendor demonstrate what is involved in accessing user 
content from alternative machines.

Next, you have to think about the end users and the training that 
they require. In a perfect world, the remote access solution you 
choose will provide users with exactly the same user experience 
and user interface that they are familiar with. In a disaster, they 
are already going to be dealing with extraordinary pressures; 
the last thing you need is for them to have to learn a new 
way of working. Also critical at this point is to ensure that the 
remote access solution provides full functionality. At least one 
major email vendor has a remote access / web “solution” that 
allows users to read their mail – but that’s it! No forwarding, no 
replying, no composing and sending.

As if these issues are not enough, next you have to contend 
with network bandwidth. If all of your users had 10 Mb to 
their home, and you had a remote emergency facility with a 
T-3 backbone, life would be fine. Sadly, the majority of your 
users will be connected at modem speeds, with only a few at 
broadband. If you have to set up an emergency facility, you’ll be 
lucky to get even T-1 speeds. Hence, it’s vital that your remote 
access solution does not depend on broadband connections.

The upside of all of this planning is that if you have implemented 
your system correctly, your users will be able to use any machine 

on your network to access their email, contact information and 
calendars; they will be able to work from home or on the road; 
they will be able to replace their machines without requiring 
your intervention; and to top it all off in the event of a disaster 
will be able to work from any remote location and any machine 
that you provide them.

Putting vendors to the test
One quick safety tip: Vendors are often quick to claim that their 
software will meet the criteria set out above. The question is, 
do their claims hold up? Fortunately for you, there is an easy 
way for you to verify their claims: Take one of your laptops, 
make a dial-up modem connection to the Internet, and sit them 
down in front of your machine and tell them to access their own 
messages, contact information, and calendar. It should be easy, 
right?   T!G 

About the author: Scott H.E. Welch (scott@centrinity.com) 
is Chief Evangelist of Centrinity, Inc., developers of the 
FirstClass® communications system. He 
invites your comments about security 
and system architecture.
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Four Lessons that should 
Change Your Business

By Dave Patterson 
and Dietmar Kubasta 

IIn providing high-end IT solutions 
to over five hundred medium 
and large-size corporations, we 
sometimes disagree with a 
customer over IT security 

strategies. This includes improved 
security policies, virus protection, and 
intrusion detection, firewalls, high 
availability solutions, and more secure 
hardware and operating systems. The 
three most common points of contention 
are whether: 1) a need to secure IT 
resources exists at all, 2) reasonable 
protection already exists due to some 
perceived factor, and 3) the value of 
expending any resources exceeds the 
likelihood of potential damages.

For example, earlier this year a customer 
declined our proposal for better firewall 
and system-wide intrusion detection 
technology. Because they “are a small 
company in a non-metropolitan area, 
manufacturing low-tech commodity-type 
products,” they believed that “nobody 
but dedicated resellers would be 
interested in the Website, and certainly 
no one has anything to gain by hacking 
it.” Three months later, the US – Chinese 
“hacker war” vandalized not only their 
Website but also compromised their 
manufacturing, distribution, and financial 
systems through an easily exploited 
network connection. After we minimized 
the breach and restored critical IT 
operations, our original proposal was 
expeditiously approved … with 
additional measures.

The underlying lesson of this article: 
“One rarely wants to have to learn from 
one’s own misfortune.” 

We cite four unique lessons to encourage 
IT Managers to discuss this issue with 
their non-IT colleagues.

Lesson One: “Perspective 
matters” 
While small or commodity goods 
manufacturers inherently do not appear 
to constitute measurable or meaningful 
“targets,” there is no question that any 
corporate Web presence can be targeted. 
Size, location, and type of real-world 
operation are irrelevant in the Internet 
realm, and experience demonstrates that 
individuals with malicious intent often 
choose the path of least resistance and 
greatest opportunity.

Lesson Two: “Mutual 
Relationships Produce Mutual 
Effects”
The tight integration of IT into corporate 
operations causes events affecting one 
area to also affect the other(s), as 
the Y2K problem demonstrated by 
threatening to shut down not only 
businesses and organizations but the 
entire computerized world. Conversely, 
serious events affecting an organization’s 
infrastructure and resource levels will 
proportionately affect its IT operations, 
as would be experienced in a mandated 
regional evacuation due to a natural 
disaster, hazardous materials spill, 
catastrophic technological failures, or 
events caused by human actions.

Imagine the business fallout from a 
sudden business disruption. In the 
aftermath of September 11th, the “just-
in-time” dependent automotive industry 
located 800 km away experienced 
temporary shutdowns and heavy financial 
losses due to cross-border parts shipment 
delays. An unlikely disaster directly 
disrupted some of the world’s largest 
corporations.

One Goal that should Drive It: Survival!
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Historically, the only recent, broad-
based large-scale threat of disastrous 
consequence was the Y2K problem. 
And, since few real large-scale issues 
materialized, many executives quickly 
categorized the potential of equally 
large-scale disasters as highly unlikely. 
Only Hollywood was thought capable of 
creating the incredible and unthinkable.

Lesson Three: “Nothing is 
inconceivable … ”
Regardless of our strong belief that 
disasters are unlikely to occur at all, or 
that they will not “happen to me/us,” 
disaster-magnitude events do happen.

History is full of events once considered 
“unthinkable.” The 1998 Montreal Ice 
Storm, 1996 Saguenay (flash) Flood, and 
1997 Manitoba Flood, Mount St. Helens, 
the 1979 Mississauga train derailment, 
Chernobyl (1986) Three Mile Island 
(1977), Titanic (1912), and the 1993 L.A. 
Riots. Finally, any tornado, hurricane, 
tidal wave, earthquake, or avalanche 
causes a disaster when striking populated 
areas.

Little can be done to avert disaster-events, 
yet some preparedness is often the factor 
by which one manages to navigate them 
and emerge intact, wiser, even stronger. 
Historically, business recognized only 
IT Disaster Recovery plans as necessary 
to survive a crisis. The paradigm is 
now shifting away from the reactive 
“Disaster Recovery” (DR) and IT-only 
considerations to the need for a proactive 
enterprise-wide approach. 

The events of September 11th brought 
this need into much clearer focus.

Because of stringent legal, audit, and 
reporting requirements, financial services 
and securities trading firms have 
sophisticated IT backup and DR plans. 
Thus, most of the firms most severely 
affected on September 11th had offsite 
backup IT systems and well-developed 
security plans and were somewhat 
prepared for a disaster. Yet, although 
their IT systems and data remained safe, 
other infrastructures and non-IT systems 
were not so fortunate. 

The firms faced four other, more 
immediately severe obstacles unrelated 
to IT infrastructure issues:

1. Human tragedy through loss of life: 
Bond-trading firm Cantor-Fitzgerald 
was nearly decimated by the loss of 
700 of its 1000 WTC staff. 

2. Loss of information, and breach 
of security or confidentiality: 
documents not initially lost in fires 
or windblown through Manhattan’s 
streets into parks, backyards or 
the ocean were finally lost in an 
estimated 2 million tons of rubble.

3. Inaccessibility to, or complete loss 
of, all operating facilities, 
infrastructure, and equipment: 
Located close to the disaster site, 
the American Stock Exchange’s 
(AMEX) facilities were unusable for 
weeks. Its disaster plan included a 
backup center a few blocks away, 
and also arrangements with other 
stock exchanges for backup and 
crisis operations until its own facility 
could reopen. 

4. Extreme, terrifying psychological 
impact of every aspect of the 
disaster.

Hence, despite prudent IT management, 
equally important ‘bricks and mortar 
factors’ were clearly overlooked, 
neglected, or never considered. 

Lesson Four: “Broad-based, 
Enterprise-wide planning”
Disaster planning must transcend the 
IT function to include all business 
units, including sales, accounting, 
manufacturing, distribution, and 
marketing – and all their components – 
facilities, staff, equipment, data.

Few firms could possibly have foreseen 
or adequately prepared for these events, 
not to mention their magnitude. Each, 
it seems, sustained such calamitous 
losses that their futures could be in 
doubt, echoing the definition of 
disaster:”a calamitous event, especially 
one occurring suddenly and causing 
great damage or hardship” (Webster)
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September 11th was certainly that, yet 
because many of affected businesses are 
financial services and securities exchange 
firms, all were somewhat prepared. This 
proved first and foremost to be their 
salvation, not by preventing damages, 
but rather by providing workable plans 
and crucial resources that allowed these 
firms to continue operating throughout 
the crisis, or resume shortly afterward. 
The fact that the attacks could have 
been even more disastrous must not be 
overlooked or forgotten.

Solution
Businesses and organizations represent 
substantial investments by the people 
they touch, the groups they interact with, 
and the community they operate in. 
Consider the sudden, broad-based, and 
severe nature of disastrous events that 
may prevent businesses or organizations 
from operating normally for hours, weeks 
or even months. Or indefinitely. The 
complexity of these relationships means 
that any major interruption among the 
parties will invariably impact the others 
throughout the chain to varying degrees. 

The WTC attacks undoubtedly proved 
the necessity for foresight and thorough, 
broad-based Business Continuity 
Planning (BCP) that includes all 
operational aspects. Also apparent is 
the fact that no clear-cut defense exists 
to absolutely prevent disaster events. 
Statistically speaking, while the 
likelihood of similar events – in type or 
magnitude – is low, especially at this time 
and in our region, the possibility exists 
nonetheless. Therefore, those prepared 
for some, even minor, emergency would 
likely better manage to survive any type 
of event.

The Business Continuity Plan 
(BCP)
A BCP is a formal, broad-based situation 
anticipation, response, and action plan 
for “worst-case” scenarios, emergencies, 
and extraordinary operating conditions.

Rather than identify specific disasters or 
events, its purpose is to anticipate many 
scenarios, consider potential fallout, and 
mandate a range of responses or actions. 
Its crucial mission is to reduce the 
business’ exposure to risk as well as the 
impact on its operations by providing the 
framework and resources for effective 
crisis-event management and resolution. 
By contrast, DR plans generally outline 
a methodology for restoring normal 
operations once a disaster has occurred; 
by then, though, critical failures may 
have already occurred.

Unlike a DR plan which only addresses 
point three, an effective BCP 
accomplishes three tasks:
• Disaster Avoidance
• Crisis/Situation Management
• Recovery to Normal Operations

While DR plans cannot inherently 
constitute a BCP, the latter must 
inherently include DR as part of its 
strategy. Similarly, any business should 
not consider itself “secure” just because 
its IT department follows proven policies 
and practices. Such organization s are 
at sizable risk, for example, should a 
large number of employees be unable to 
work, if a large part of its facility and/or 
infrastructure becomes inaccessible or is 
‘lost,’ or when events outside the scope 
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or influence of the IT department prevent 
the business from operating effectively 
– or “at all.”  In this case, all the IT 
department’s planning and procedures 
alone would not prevent heavy losses or 
more dire consequences.

To illustrate, any 7x24 enterprise located 
in Southern California would have been 
ill-served– as an IT strategy might 
dictate – by locating a critical backup or 
operations facility in adjacent counties, 
even upstate, during last summer’s 
“rolling blackout” electricity crisis. Since 
similar predictions are now quietly 
surfacing regarding Ontario’s pending 
deregulation of the electricity market, 
this is also becoming a factor for 
consideration.

Conclusion
Every business must have a BCP that 
anticipates, considers, and manages many 
factors, conditions, and scenarios to 
create a sophisticated and manageable 
action plan that includes multiple viable 
alternatives. 

Effective BCP is not a simple project 
or document that should be undertaken 
in-house.

Most businesses hire lawyers, brokers, 
and auditors to manage legal, insurance, 
and financial issues. BCP undeniably 
falls into this grouping based on its 
complexity, importance, and value to the 
survival of the organization. 

Still, IS or IT Managers can make 
invaluable contributions to the 
development of company-wide BCPs by 
sharing their knowledge and experiences 
of IT practices, disaster prevention, and 
recovery. Such information is critical 
because IT disaster policies and practices 
have been developed over a long period 
of time, and have been proven repeatedly 
in measurable real-world scenarios. 

A comprehensive BCP can be priceless, 
and is best designed by independent 
individuals or teams that are 
knowledgeable about and experienced 
in Business Continuity Planning. 
BCPlanners bring to the table prior 
experiences and a fresh set of eyes 

that see various factors from other 
perspectives. They’ll understand your 
business – not just the technology – 
and consider all vital aspects for its 
continued success. They can also manage 
politically sensitive ideas and make 
proposals without favouritism or bias.

The question an executive must ask is: 
“What if….?”  

We strongly urge managers and 
executives in all business units to consider 
and discuss this with a skilled and 
knowledgeable Business Continuity 
Planning professional. Able-One Systems 
invites your comments and inquiries.   
T!G  

Dave Patterson, Bio:
Dave Patterson is Senior Business 
Consultant at Able-One Systems 
Inc.  With a Computer Science 
degree from the University of 
Waterloo (1973), Dave has worked 
in the insurance, manufacturing and 
distribution sectors. For the past 3 
years he has been both, project 
manager and consultant to major 
health care and insurance industry 
clients.  His most recent assignment 
has been to develop Business 
Continuity Plans for an offshore 
division of a global Canadian 
insurance company. Dave can be 
reached at 800-461-2253, ext. 291 
or by e-mail at  dpatterson 
@ableone.com

Dietmar Kubasta, Bio:
Between earning his Master of Arts 
degree from the University of 
Waterloo (1996) and joining Able-
One Systems, Dietmar worked as 
a technical Sales Consultant, 
Communications Manager at a 
technology organization, as well as 
Business Consultant to high 
technology companies. As Director 
of Marketing at Able-One Systems 
Inc., his role is to help deliver the 
Able-One solutions teams’ collective 
knowledge and experiences in order 
to assist their customers in becoming 
more successful. Dietmar can be 
reached at 800-461-2253, ext. 256 or 
by e-mail at  dietmar@ableone.com
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BUSINESS  INTELLIGENCE

with  JJackie

Jackie Jansen

Indexing with DB2 UDB for iSeries
It is said that the database is the heart of a data warehouse. It is also said 
that DB2 UDB for iSeries (DB2 UDB) is the heart of the iSeries (AS/400). 

This month I want to cover, at a 
high level, the indexing strategy 
for DB2 UDB. Next month my 

plan is to cover the tools available to 
analyze your current use of indexes.

Lets start with the basics. A database 
index is very similar to an index in a 
book. It points you to the pages of the 
database table that you want to loacate. 
Without an index in a book you have 
to look through the entire book to find 
what you want. The same is true with 
tables on the iSeries. Without an index 
you would have to scan a complete table 
to find the records that meet your query 
criteria. Index entries are usually much 
shorter than the table rows themselves. 
This allows for many more indexes on 
a page and dramatically reduces the I/O 
required to service your query. With a 
relational database manager the query 
optimizer is used to determine how to 
retrieve the data. Does it use a full 
table scan, or does it uses indexes? 
Which indexes in what combination are 
used? The answers to these questions are 
based on statistics such as the number 
of records you expect to retrieve and the 
number of times a key field is found in 
a table. A unique feature of the iSeries 
is that these statistics are constantly 
maintained by the database manager. 
On other systems you need a database 
administrator to run programs to update 
the database statistics.

The basic relational database index 
structure is a binary radix tree which 
allows a large number of key values to 
be stored efficiently while minimizing 
access times. A single key can be located 

very quickly with a small number of 
tests. This index structure is very good 
for finding a small number of rows. 
This is the structure most often used in 
an OLTP environment where you may 
want to find all outstanding orders for 
a specific customer. Here is an example 
based on our famous TUG directors:

The binary radix tree is less efficient for 
ad hoc queries where you don’t know 
what fields the user will be querying and 
when you are retrieving large number of 
records.

Bitmap indexes were designed to solve 
some of these query inefficiencies. 
Generally in a bitmap index each unique 
key value has associated with it an array 
of bits equal to the number of records 
in the file. Each bit in the array is a 1 
or a 0 depending on whether or not its 
corresponding record contains the key 
value. For example, if your file has 5 
records in it and records 2 and 3 have a 
key value of Ontario the array associated 
with Ontario would look like “01100”. 
Maintenance of bitmap indexes becomes 
a problem with very large database files.

With V4R3 IBM introduced a great 
new patented technology, currently only 
available on the iSeries called Encoded 
Vector Indexes (EVIs). EVIs were created 
primarily to support business intelligence 
and ad-hoc query environments. 

An EVI consists of 2 basic components, 
a symbol table and a vector. The symbol 
table contains a distinct key list, key 
statistics and a unique code. The vector 
contains a byte code value for each row 
in the table. The byte code represents the 
key for that row.

The iSeries optimizer will choose the 
best access method available for your 
query.

For more information on indexing see 
“www-1.ibm.com/servers/eserver/
iseries/db2” and look at “Articles and 
Whitepapers”. Here you will find Kent 
Milligan’s article “DB2 UDB for AS/400 
Query Processing with Encoded Vector 
Indexes”. 

For those of you even more adventurous 
review the white paper “Indexing 
Strategies for DB2 UDB for iSeries” 
by Amy Anderson and Michael Cain.   
T!G 

Jackie Jansen is a Certified 
Consulting IT Specialist. She 
currently works in the IBM Americas 
Business Intelligence Solutions 
Centre. Jackie is a frequent speaker 
at AS/400 Technical Conferences 
andUser Group meetings. Contact 
her at jjansen@ca.ibm.com.
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Mississauga, Ontario
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tel 416-620-4306
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TUG NOTES
Byte Scramble
Answers

      –from Glenn Gundermann

    Byte  (1 byte)
    Kilobyte  (103 bytes)
    Megabyte  (106 bytes)
    Gigabyte  (109 bytes)
    Terabyte  (1012 bytes)
    Petabyte  (1015 bytes)
    Exabyte  (1018 bytes)
    Zettabyte  (1021 bytes)
    Yottabyte  (1024 bytes)

Index of Advertisers
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Upcoming TUG 
Events

 ⌦ January 23, 2002 – MoM
 4:00 Richard Dolewski - DRP
 7:00 George Farr & Phil Coulthard
⌦ March 20, 2002 – MoM
⌦ May 14-15, 2002 – TEC
⌦ May 22, 2002 – MoM
⌦ June 7, 2002 – TUG Golf Classic

Future Conferences
 
SPRING 2002: 
April 14-18, 2002 Nashville
 
FALL 2002: 
October 13-17, 2002 Denver

SPRING 2003: 
March 9-13, 2003 Indianapolis

FALL 2003: 
September 7-11, 2003 Orlando

SPRING 2004: 
May 2-6, 2003 San Antonio

FALL 2004: 
October 17-21, 2004 Toronto so
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Door Prize 
Winners
The winners of the 

backpacks, donated by COMMON and 
lugged back by our newest board member 
Anna Musella-Chiasson (thanks Anna), 
were:
Carrie Anderson, C Anderson Systems 
Andres Gabrielli, Calidar Systems
Loren Yu, DDS
Kevin Trotman, AdminSource Inc.
David Wei, AT Plastics Inc.

The person who left her “Jill France” 
silk scarf at the meeting may call the 
TUG office (905-607-2546), and we will 
send it to you. We are trying to collect 
e-mail addresses so that we can notify 
the members of upcoming events that 
sometimes get missed in the magazine 
“by being to busy to read every page”, 
so we are asking you to send a note to 
admin@tug.ca, and this way you will be 
notified...     Regards, Wende

Dessert Sponsor
Thanks to Coca Cola Bot-
tling for sponsoring the des-
sert table at the Nov. MoM. Stock Market 

“Quotes”
Balloon prices were inflated. 

Building supplies are going up. Paper shredders 
were tearing up the market. Fish sales were 
floundering. Knives were up sharply. Pencils lost 
a few points. Springs are bouncing back. Cattle 
steered into a bull market. Helium was up, feathers 
were down. Paper was stationary. Printer sales 
seemed to have a good margin. Fluorescent tubing 
was dimmed in light trading. Elevators rose, 
but... Escalators continued their slow decline. 
Candy futures are looking sweet. Cookie sales are 
crumbling. Caterpillar stock inched up a bit. Frog 
legs took a jump. Sun peaked at midday. Hiking 
equipment was trailing. Bed sheets are selling 
short. Light switches were off. Diapers remained 
unchanged. Mining equipment hit rock bottom. 
The market for raisins dried up. Shipping lines 
stayed at an even keel. Weights were up in heavy 
trading. Playground equipment went on a slide. 
Railroads are on track. Spatulas are experiencing a 
big turnover. …and Yo-yos continue to go up and 
down!
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